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Foreword

1 Foreword
11 Use of the manual

This manual is for use by qualified personnel only.

To reduce the risk due to an improper use of the product, do not perform any servicing other than
that contained in this manual unless you are qualified to do so.

To ensure proper use of these products, please always read this User's manual carefully and
retain for future reference. Should the unit require maintenance, please contact a NUM authorized

service center only.

1.2 Document revisions
Date Index Reason for revision See chapter
4-2019 00 Document creation -
5-2023 01 New chapter "NUM lloTgateway" added 2
12 -2024 | 02 NUM I_Ingateway chapter update 2
Updating images and tables
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1.3 How to read the manual

This manual gives information about the NUM Industry 4.0 solution.

Chapter | Description

1 Foreword

This chapter introduces:
The use of the manual.

2 NUM lloTgateway

This chapter introduces:

- System overview;

- NUM lloTgateway Ul and appearance
- OPC UA, MQTT, MTConnect

- Troubleshooting / Diagnostics;

- Installation;

- Test client Settings;

3 MQgateway

This chapter introduces:

- System overview;

- Program states;

- Settings;

- Topics and values and Machine State.

4 MT Connect

This chapter introduces:
- Installation;

- System Confguration;
- Testing NUM MDTO;

- Diagnostics.

5 OPC UA Server

This chapter introduces:

- Creating a project for OPC UA access;

- Creating a certifcate for the CODESYS OPC UA server;

- Setting up an encrypted connection with the “UaExpert” client;
- User management in OPC UA;

- Changing variables via the OPC UA client;

- Creating events in the CODESYS project;

- Monitoring of events with the OPC UA client “UaExpert”.

6 OPC DA

This chapter introduces:

- Overview on OPC DA;

- Overview on CODESYS OPC Server V3;

- Installation of the CODESYS OPC Server V3;

- Configuration of the symbols in the programming system;

- CODESYS OPC Server Configuration by OPCConfg.exe;

- Configuration settings in OPCServer.ini;

- Connection to OPC servers on other computers with DCOMCNFG.EXE;
- Error Diagnosis.
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1.4 NUM Agencies

The list of NUM agencies is given click here http://www.num.com
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NUM lloTgateway

NUM lloTgateway

21 System overview

The main goal of NUM lloTgateway is to offer data of a NCK or from NUMroto. Receiver can get the
information via OPC UA, MQTT or MTConnect.

Participating in this data chain are the members: NCK, IPC / Box PC, APServer / FXServer, and a
message broker in case of MQTT.

The NCK and NUMroto are the source of most of the published data. Currently supported are only
Flexium Systems above version 3.6.0.0 and Axium Power above version R2 with Windows 7.

The industrial PC (iPC) or Box PC is the host of the NUM lloTgateway. Since the APServer / FX-
Server currently runs only on Windows, the NUM lloTgateway runs only on the respective PC, too.

NUM lloTgateway is a client, which collects all data from different sources. Most of the data are
continuous updating while machining, but there are some static fields, which are updated only once.

NUM lloTgateway is also available in a trial version. It works without a license and allows you to test
the product for one hour.

2.2 General notes

APServer is a basic requirement for Axium Power or Num Power systems and FXServer for Flexium
or Flexium* systems. They have to be installed on the same PC as NUM lloTgateway.

Num Power only with a TCP/IP Ethernet communication connection.
Without this requirements met, NUM lloTgateway is not able to offer any
data.

ﬂ NUM lloTgateway can be applied to the NUM CNC Series Axium Power/

The NUM lloTgateway application runs as a Windows application and is minimized on the tray icon bar.

A settings menu is available from context menu accessible through a right click on the icon. This
menu should be available whether APServer / FXServer are installed.

IfAPServer/FXServer are installed and the license is available, NUM lloTgateway starts sending data.

‘Interface for machine state information (Industry 4.0) [CH-50052026] is

The data from NUMROTO is only available if the NUMROTO option
6 licensed for the corresponding machine.

NUM Industry 4.0 solutions User manual MOO0OS9EN-02 15



23

Appearance in Windows

2.31

Windows Start Menu

After installing NUM lloTgateway, the NUM lloTgateway tools are displayed in the Windows Start
Menu NUM for selection.

Num lloTgateway ServiceController...
Neu

NUM lloTgateway Ul
Neu

Uninstall NUM lloTgateway

NUM lloTgateway ServiceControllerTray

Clicking on this menu point starts NUM lloTgateway Services and displays the ServiceControllerTray
icon.

M Fo "¢ T1dx DEU 1542 []

NUM lloTgateway Ul
Clicking on this menu point starts NUM lloTgateway Ul Configuration Tool (see section 2.4).

Uninstall NUM lloTgateway
Clicking on this menu point uninstalls the NUM lloTgateway Software.

16
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NUM lloTgateway

2.3.2 Program States

After the installation of NUM lloTgateway, the NUM lloTgateway SysTray icon for status monitoring
is displayed in the Windows taskbar.

The NUM lloTgateway Services and the SysTray icon are started with every PC restart.

The NUM lloTgateway Service starts the communication Server FXServer (Flexium, Flexium*) or
APServer (Axium Power, Num Power) for the communication with the Flexium / Flexium* or Axium
Power / Num Power for the acquisition of the data points of the CNC.

A

FXServer/AP Server

NUM lloTgateway

With a right click on the NUM lloTgateway SysTray icon, the following functions are available for the
settings of the NUM lloTgateway < FXServer/APServer communication.

Start Service
Stop Service

Quit

NUM Industry 4.0 solutions User manual MOO0OS9EN-02 17



Start Service

Clicking on “Start Service” starts the NUM lloTgateway Services and the SysTray icon appears in
the active state (blue-white-red cloud). The FXServer/APServer icon also appears in the active state
(green triangle).

Stop Service

Clicking on “Stop Service” stops the NUM lloTgateway Services and the SysTray icon appears in the
inactive state (grey-white-grey). FXServer/APServer is closed and the icon disappears.

18
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NUM lloTgateway

Quit
Only the NUM lloTgateway SysTray icon disappears with Quit. However, the NUM lloTgateway
Services remains started and connected to the FXServer/APServer.

The Ul of the NUM lloTgateway Services can be restarted via the Windows Menu NUM lloTgateway
ServiceControllerTray (see 2.3.1).
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24 NUM lloTgateway Ul
This section explains the use and functions of the «NUM lloTgateway Ul». It is the configuration tool
for NUM lloTgateway.
Requirements
«NUM lloTgateway Ul» is a software for Windows operating systems. Minimum Microsoft .NET
Framework 4.0 must be installed for NUM lloTgateway on the PC system.
Installation
Run the NUM.IIoT.Setup.msi to install NUM lloTgateway and Ul. The NUM lloTgateway Ul will be
installed as a standalone application. It can be found within NUM folder in Start Menu.
2441 Protocols
Connection technology settings can be accessed from the Protocols tab. One or more connection
technologies can be selected from the three options in the context menu. As soon as connection
type is selected, the relevant settings will appear below.
The NUM lloTgateway Ul reads out the controller type with which connection is to be established
from the configuration files supplied.
OPC UA
In the protocols section, the desired encryption settings and the port number for OPC UA can be set.
Two different NodeSets are available: umati and a NUM specific one.
@g NUM lloTgateway Settings
& B
Protocols | Control Parameters | Machine Information | PLC Vanables | E-Parameters
Connection
[+]0PC UA NUM NodeSet | [ |MTCannect [CImarr
[Jorc ua umati
OPC UA Settings
Enable Security Unencrypted and
Encrypted connection by Default (®
Setting: False
Enable Security Encrypted connection I
only by Setting: True —
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MQTT
The Id, Prefix, Startup Behavior, Host and Port number options are set in the MQTT section.

é NUM lloTgateway Settings

& B

Protocols | Control Parameters | Machine Information | PLC Vanables | E-Parameters

Connection

[ ]oPC UA NUM NodeSet [ |MTConnect MQTT

MQTT Broker

Id *Machineldentifier® Generate Guid
Prefix *TopicFilter*
Startup Behavior Send all data >

Host *MQTTServerAddress® | Port | ] |
SSLTLS No SSL /TLS =

SSL/TLS Version -

2.1.0483 Save

Id must be a unique identifier of this publishing client. It could be a machine name or may be
generated as a Guid by clicking “Generate Guid” button that is placed beside. To make sure the
topics are not overlapping other applications, it is possible to set a prefix. The Prefix is a free text.
However, it must comply with the MQTT requirements. It can also be empty, in this case the first
level is the ID. Otherwise the first level is the prefix and the second level is this ID.

There are “Send nothing”, “Send all data” and “Send changes” options within Start-up Behavior
combo box.

"Send nothing" means that no information is published to the MQTT Broker in the moment when a
connection is established. As soon as a topic value changes, it will be published.

If "Send all data" is selected, all current data of the topics will be sent to the MQTT Broker.

If the requester wants to receive only the changes since the last connection, "Send changes" must
be selected.

In the Host entry field the IP-address or server name must be set.

The default value for the MQTT port is O (Automatic). If the security setting is set to "No SSL/TLS"
and the port number entered is 0, the port number 1883 is used, in all other cases 8883.

The MQTT protocol can be secured. Possible security layer settings are: “No SSL/TLS”, “SSL/TLS
allow untrusted certifications” and “SSL/TLS”. As soon as any SSL/TLS security layers are selected,
the versions connected appear within the available “SSL/TLS Version” list.
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MTConnect
The port number and the buffer size can be selected:

Port number range: 1...49°000 (Default: 5000).
Buffer size range: 1...10°000 (Default: 1024).

@g NUM lloTgateway Settings

& 8

Protocols | Control Parameters ' Machine Information /| PLC Vanables ' E-Parameters

Connection

[[]orc ua NUM NodeSet MTCannect [Imarr

MTConnect Settings
Port 5000

Buffer size 1024

210
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2.4.2 Control Parameters

In the Control Parameters tab, the user can make the settings for the number of NCKs as well as
the number of channels and the spindle addresses for the selected channel.

The number of NCKs can only be selected for Flexium and Flexium* controllers. It must be between
one and five. After a valid NCK number is entered, channel and spindle menu is created as much
as entered NCK number. As can be seen in the picture below, the NCK number was entered as two
and accordingly, the channel menu was created 2 times just below. The newly created channel menu
also changes dynamically depending on the number of channels entered.

As can be seen in the "Number of Channels of NCK 2" in the picture, three were entered for the
number of channels, and accordingly, the spindle address for each channel appeared. Here, the
spindle address can be selected from the options depending on the controller version. For Axium
Power, Num Power, and Flexium the addresses 24 to 28 are allowed, for Flexium* 0 to 31.

The number of channels for the selected NCK must be between 1 and 8.

@f NUM lloTgateway Settings

& B

Protocols ' Control Parameters | Machine Information | PLC Vaniables | E-Parameters

Flexium+

Number of NCKs |2 - |
Number of Channels of NCK 1: |1 - |
Spindle Address@ Channel 1 |Nc>ne * | (0to31)

Mumber of Channels of NCK 2: (2 A ‘
Spindle Address@ Channel 1 1 * | (0to31)

Spindle Address@ Channel 2 |5 * | [0to 31)

Spindle Address@ Channel 3 |4 | (0 to 31)

2.1.0472 Save
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243 Machine information

On the tab Machine Information, it is possible to set some information about the connected machine
which are published on the respective data nodes.

In addition, free texts can be entered in three variables. These are published as soon as something
has been entered in them.

fég NUM lloTgateway Settings

& B

Protocols /' Control Parameters | Machine Information | PLC Variables | E-Parameters

Production plant *ProductionPlant”

Production line *ProductionLine®

Machine serial *MachineSerial™

Machine type *MachineType*

Machine name *MachineName*

Manufacturer *Manufacturer®

Product Instance Uri *Productinstancelri*

Variable 1

Variable 2 | |
Variable 3 | |

2107
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244

PLC Variables

If the content of a PLC variable is to be published, the required information can be entered on the PLC
variables tab. A maximum of 15 PLC variables can be monitored at the same time. The data type for
captured PLC variables must be defined. It is also possible to enter a comment for a PLC variable.

The data type options may vary depending on the control type.

Flexium*/Flexium

PLC objects consist of a prefix and a suffix. Together they form a Syntax Composition.

Syntax Composition: PLC objects according to the CNC-PLC exchange zone structure
Application. .RCNC/WCNC.PLCCategory.PLC VariableName
Example: Application.loConfig_Globals.Flexium_NCK.RCNC.General.Start

Syntax Composition: PLC objects according to the User structure
Application. .PLC VariableName

Example: Application.General_CNCFunction.PLCVarDIntMinus

Refer Commissioning Manual Flexium* MOO044EN Chapter 4 PLC Programming
Refer Commissioning Manual Flexium MOOO10EN Chapter 4 PLC Programming

Flexium/Flexium* Example:

@g NUM lloTgateway Settings

Protocals | Control Parameters | Machine Information © PLC Vanables | E-Parameters

NCK 1
Parameter Comment Data Type

1 Application.|loConfig_Global Programéctive Bool

2 Application.loConfig_Global Cycle Start Bool

3 Application.loConfig_Global Feed Hold Bool

4 Application.loConfig_Global Feed Enable Global Bool

6] Application.loConfig_Global Feed Enable Channel Bool

6 Application.loConfig_Global CNC Mode INT

T Application.loConfig_Global E30010 LReal

2 Application.General_CncFur Real 32 Real

9 Application.General_CncFur  String String
10 Application.General_CncFur LINT DINT
11 Application.General_CncFur  LowLimit DWord

Add Delete
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Axium Power/Num Power

PLC objects are specified for reading/writing with the variable types and the following addresses
%I, %Q, %R, %W, %M, %V.

The PLC objects are entered in the NUM lloTgateway Ul without the % character.

Refer Manual Automatic Control Function Programming Manual Ladder Language 0101938846
Example: R3.2 (E_CYCLE).

Axium Power/Num Power Example:

d NUM lloTgateway Settings

& B,

& B

NCK 1

Parameter
9&R5.1
9%R3.2
9&R3.1
3R5.0
%R16.B
%EW4.0
3:R9.0
9&RO.1

Wl oo s Eh wn e | =

9%R9.2
WRICW

—
o

Add Delete

Protocols ' Control Parameters ' Machine Information

Comment
E_Prog Status
E_Cycle Status
E_Stop Status
E_CNC Ready
E_CNC Mode
Feed_Enable
Axis0 Move
Axis1 Mave
Axis1 Mave
Spindlel Value

2.1.0434 Save

PLC Variables | E-Parameters

Data Type
Bool
Bool
Bool
Bool
Byte
Bool
Bool
Bool
Bool

INT
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2.4.5 E Parameters

E Parameters to be monitored can be added in the settings on the E Parameters tab.

Please note that it is only possible to monitor 15 parameters at the same time. For Flexium*/Flexium
CNC there are 15 E parameters per NCK.

It is not possible to add the same parameter twice.

* Thedatatype of the E parametersis listed in the programming manual chapter

External Parameters

Flexium/Flexium* Example:

fég NUM lloTgateway Settings

& B
& &
MNCK 1
Parameter
1 E81001
2 E81050
3 E83001
4 E83050
5 E30010
6 E41004
7 E41005
8 E70000
9 E41000
10 E32016
1 EB4100
12 E56204
Add
2.1.0472

Protocols ' Control Parametears

Delete

Machine Infarmation

Comment

Get EB1001

Get 81050

Get EB3001

Get 83050

Get 30010

NCK SerialNumber
NCK CycleTime
PositionX

CNC Maode By Number
Line Number
Activity Nroto
Schleifsticke Anzahl

PLC Vanables ' E-Parameters

Data Type
Double
Double
Double
Double
Double
Sint32
Sint32
Double
Sint8
Ulnt16
Double
Double
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Axium Power/Num Power Example:

ﬁ:ﬁ NUM lloTgateway Settings

& &

Protocols ' Control Parameters | Machine Information | PLC Variables ' E-Parameters

& B,
NCK 1
Parameter Comment Data Type
1 EG0000 Get EB0000 SInt32
2 ES0001 Get EBO0O1 SInt32
3 E&3000 Get 83000 Sint32
4 EG3050 Get EB3050 SInt32
5 E41000 CNC Maode Ulnt16
6 E41002 AxisGroups Ulnt16
7 E41004 Serialnumber Ulnt16
-] E70000 PositionX Sint32
9 EG0000 Work Offset X SInt32
10 E70002 SW Endlage X Min SInt32
Add Delete

210

2.4.6 Import/Export

The NUM lloTgateway Ul offers the possibility to export and import Ul data. There are two different
levels. The data is saved in a json file. The path to the storage location can be selected.

Complete data

All data that can be edited in the NUM lloTgateway Ul can be exported or imported. The correspond-
ing icons are located at the top left.

NUM lloTgateway Settings

& &

E“P‘:"'t":'l”kmltml Parameters © Machine Information ' PLC Vanables ' E-Parameters

=]
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PLC Variables

Data that can be edited in the PLC variables folder of the NUM lloTgateway Ul can be exported or
imported. The corresponding icons are located under the folder bar on the left-hand side.

ﬁg NUM lloTgateway Settings

& B,

Protocols ' Control Parameters © Machine Information © PLC Vaniables | E-Parameters

& &

Eﬂpﬂl‘t PLC Variable

E-Parameters

Data that can be edited in the E-Parameters folder of the NUM lloTgateway Ul can be exported or
imported. The corresponding icons are located under the folder bar on the left-hand side.

@g NUM lloTgateway Settings

& B,

Protocols ' Control Parameters © Machine Information © PLC Vanables ' E-Parameters

& B

NCJ Export E Parameter
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25 OPC UA NUM's Nodeset

2.51 NUM lloTgateway Architecture
Exemplary structure with OPC UA

Data points =

> | g - . :
vL e TR Publish data points

NUM : QPC LA

llaTgateway Client

Wetwiark
2.5.2 Server Endpoints
The OPC UA Server of NUM lloTgateway provides access on NUM controls using the OPC UA
protocol:

» Data Access (DA)

» History Access (HA)

» Alarms and Conditions (A&C)

Only one OPC UA server can be configured (see 2.4.1).

The definition of the server endpoint is: opc.tcp://<computername>:<port>
<computername> is the name of the target computer or its IP address.
The number of the <port> used is set in the NUM lloTgateway (see 2.4.1).

The server provides following endpoint types:

* None:None:Binary

» SignAndEncrypt:Basic256Sha256:Binary

+ Sign:Basic256Sha256:Binary

« SignAndEncrypt:Aes128Sha256RsaOaep:Binary
» Sign:Aes128Sha256RsaOaep:Binary

» SignAndEncrypt:Aes256Sha256RsaPss:Binary

+ Sign:Aes256Sha256RsaPss:Binary

The access on a node is defined over a path NUM.*MachineName*.*Group*.*Node Id*”.
*MachineName* is the Machine Name configured in the NUM IloTgateway Ul.

*Group* is the name of a group of nodes. This is a grouping of nodes with similar information.
*Node Id* is the Node Id of an information.
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253 Sign of Life

lloTgateway provides a "Sign of Life" that indicates whether the connection with the controller is still
present. The signal alternates between 1 and 0 every second.

It can be reached via “NUM.*MachineName*.SignOfLife”.
The display name is “Sign of Life”.

254 Machine Information
The nodes of the machine information group contains mostly staticinformation from the configurationfile.
The nodes can be reached via “NUM.*MachineName*.Machinelnformation.*Node Id*”.
The Node Ids and the Display Names are as follows and the data type reflects the type of the value:

Node Id Display Name Data Type | Comment
ProductionPlant Production Plant String From configuration
ProductionLine Production Line String From configuration
MachineType Machine Type String From configuration
MachineSerial Machine Serial String From configuration
MachineName Machine Name String From configuration
SystemType System Type String (E;Zﬁ:ili?(mirfrz?%fgom CNC.
Variable1 Variable 1 String From configuration
Variable2 Variable 2 String From configuration
Variable3 Variable 3 String From configuration
255 Machine State

The machine state group contains actual data for all channels.

The nodes can be reached via “NUM.*MachineName*.MachineState.*Node Id*”.

Node Id Display Name Data Type | Comment
. Values: Unknown, Idle, Run-
ActStatus Actual Status String ning, Paused, Error
ActFeedEnable Actual Feed Enable Boolean
Array A JSON array from type
ActAlarms Actual Alarms [Alarm] Data Type Alarm
Number of PLC Vari- O0to 15
NumberOfPLCVars ables Integer 0 No PLC Variables
NumberOfNCK Number of NCKs Integer 1to5
“PLCVarx” “Path” - See below
“NCKx” “NCKx” - See below

Data Type Alarm

Example: {*number”:2007, text”:"Flexium System was not shutdown correctly! Previous Zone O files
are transferred to the NCK.”,”

type”:”"RTSMessage”,” extension”:0}.
“PLCVarx”

Some PLC Variables values can be queried under the MachineState. The Node Id contains a number
between 1 and the value of “Number of PLC Variables”.

E.g. Node Id for first PLC Variable: “NUM.*MachineName*.MachineState.PLCVar1”.
The Display Name is the path to the PLC variable entered via the NUM lloTgateway Ul (see 2.4.4).
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“NCKX”

Is a node of MachineState whose elements are numbers between 1 and the value of “Number of
NCKs” and contains several nodes.

The Display Name consists of the text “NCK” and the corresponding channel number (e.g. “NCK 17).
E.g. Node Id: “NUM.*MachineName®*. MachineState.NCK1.*Node Id*”

Node Id Display Name Data Type | Comment
NumberOfChannels Number of Channels Integer 1t08
NumberOfEparams Number of E Parameters | Integer 0t 15
0: No E Parameters

*eParamx” “User Comment” Double See below
“Channelx” “Channel x” - See below

General General - See below
“eParamx”

The E parameters are accessible over “NUM.*MachineName*.MachineState. NCK1.eParam1”
where the number is between 0 and Number of E Parameters.

The Display Name is the E parameter number entered via the NUM lloTgateway Ul (see 2.4.5).

The value is from type Double.

“Channelx”

Are nodes of MachineState.NCKx whose elements are numbers between 1 and the value of “Number
of Channels” and contains several nodes.

The Display Name consists of the text “Channel” and the corresponding channel number
(e.g. “Channel 1").

E.g. Node Id: “NUM.*MachineName*.MachineState. NCK1.Ch1.*Node Id*”
A channel has the following nodes:

Node Id Display Name Data Type | Comment
ActFeedrate Actual Feed Rate Double
ProgrammedFeedRate Programmed Feed Rate | Double
ActFeedrateOverride Actua! Feed Rate Integer
Override
ActFeedEnable Actual Feed Enable Boolean
ActSpindleSpeed Actual Spindle Speed Double
. Programmed Spindle
ProgrammedSpindleSpeed Speed Double
SpindleOverride Spindle Override Integer
. Actual Main Program .
ActMainProgramNumber Number String
; Actual Program File . This information is only
ActProgramFileName Name String available for Flexium®*
Actual P
ActProgramComment ctuatFrogram String
Comment
ActCallStack Actual Call Stack String
Actual Operator .
ActO torM St
ctOperatorMessage Message ring
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2.5.6

General

General information can be reached via

“NUM.*MachineName*.MachineState.NCK1.General. *Node Id*”.

Node Id Display Name Data Type | Comment
ActOperationMode Actual Operation Mode | String Values: Unknown, Auto,
Single, MDI, Rapid, Search,
PreSelectedOpera- Pre-selected Operation Strin Test, Manual, Home, Shifts,
tionMode Mode 9 NoMode
NrProdState

The nodes of NUMROTO’s NrProdState.xml are accessible under

“NUM.*MachineName*. NrProdState.*Node Id*”.

Node Id Display Name Data Type | Comment

Content Whole Content json ?génﬁlz:(;nI;rodState.xml ina

NumrotoVersion Numroto Version String

MachineNumber Machine Number String

MachineName Machine Name String
Values: No, GrindProd,
ReGrind, ToolProbe, Wheel-

Activity Activity String Probe, WheelDress, Wheel-
Crush, WheelStick, Tool-
Loader, WheelChange

JobType Job Type String

JobName Job Name String

JobStarttime Job Start Time String

JobEndtime Job End Time String

ToolName Tool Name String

ToolStartTime Tool Start Time String

ToolEndTime Tool End Time String

ToolNumber Tool Number Integer

ToolNumberMax Tool Number Max Integer

ToolNumberUnsuccess- | Tool Number Unsuc- Integer

ful cessful

ProcessType Process Type String
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25.7

NrToollnfo

The nodes of the NUMroto’s NrToollnfo.xml are accessible over

“NUM.*MachineName*. NrToollnfo.*Node Id*”.

Node Id Display Name Data Type | Comment
Content Whole Content json \Cj)é)g]lslz’itrainl\érToollnfo.xml ina
NumrotoVersion Numroto Version String
ToollnfoVersion Tool Info Version String
Name Name String
Comment Comment String
JobNumber Job Number String
BlankLength Blank Length Double
BlankDiameter Blank Diameter Double
ShankLength Shank Length Double
ShankDiameter Shank Diameter Double
ShorteningAmount Shortening Amount Double
Collet Collet - See below
Configuration Configuration - See below
Operations Operations - See below
Collet
The nodes of the group Collet are accessible under
“‘NUM.*MachineName*.NrToollnfo.Collet. “Node Id*".
Node Id Display Name Data Type | Comment
Name Name String
Configuration
The nodes of the group Configuration are accessible under
“NUM.*MachineName*.NrToollnfo. Configuration.*Node Id*”".
Node Id Display Name Data Type | Comment
Package Package - See below
Package

The Configuration nodes for Packages can be reached via the path

“NUM.*MachineName*. NrToollnfo.Configuration.Package.*Node Id*".

Node Id Display Name Data Type | Comment
Id Id Integer
Name Name String
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Operation

The node information of the different Operations are available under

“NUM.*MachineName*. NrToolinfo.Operations.Operation[n].*Node Id*”. Where “n” is the

number of the operation (“n” is between 1 and 99).

Node Id Display Name Data Type | Comment

Id Id Integer

Name Name String

Machining Machining Integer 0: False / 1: True
Simulate3D Simulate 3D Integer 0: False / 1: True
MachiningTime Machining Time Double

SimulatedCollision Simulated Collision Integer

SimulatedPathError Simulated Path Error Double
SimulatedRemovalRate | Simulated Removal Rate | Double

Wheel

Wheel

See below

Wheel

The node information of the wheels of a package are accessible at

“NUM.*MachineName*. NrToollnfo.Operations.Operation[n].Wheel.*Node Id*".

Node Id Display Name Data Type | Comment
Name Name String

Type Type String

Package Package String

Diameter Diameter Double

RotationSpeed Rotation Speed Double

CuttingSpeed Cutting Speed Double
DirectionOfRotation Direction of Rotation String
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2.6 OPC UA umati
2.61 NUM lloTgateway Architecture
See section 2.5.1
2.6.2 End points
See section 2.5.2
2.6.3 Equipment
There is no information on this.
2.6.4 Identification
The variables of the identification object contains mostly static information from the configuration
file.
The variables can be reached via “Machines.*MachineName*.Identification.*DisplayName*”.
The *DisplayName* is as follows and the data type reflects the type of the value:
Display Name Node ID Data Type Comment
MachineName NS9/6020 String From configuration
MachineType NS9/6019 String From configuration
Manufacturer NS9/6001 String From configuration
ProductinstanceUri NS9/6002 String From configuration
ProductionLine NS9/6022 String From configuration
ProductionPlant NS9/6035 String From configuration
SerialNumber NS9/6003 String From configuration
. CNC Type
SystemType NS9/6038 String E.g. Flexium" 68
2.6.5 Monitoring
The Monitoring object contains following objects:
m  Channelx
m  MachineTool
m  Spindlex
Channelx
This object can exist in several instances. They are numbered between 1 and the value of "Number
of Channels" and contain several variables.
The object name consists of the text “Channel” and the corresponding channel number (e.g. “Chan-
nel1”).
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A channel has the following variables and they can be reached via “Machines.*MachineName?*.
Monitoring.Channel1.*DisplayName*” (example for channel 1):

Display Name Node ID Data Type Comment
0: Automatic
1: MdaMdi
2: JogManual
3: Joglncrement
ChannelMode NS9/6023 Int32 4: TeachingHandle
(5: Remote)
(6: Reference)
7: Other
Values in () not supported
0: Active
ChannelState NS9/6024 Int32 1: Interrupted
2: Reset
FeedOverride NS9/6025 Double
Name NS9/6028 String
MachineTool
The variables of this object can be reached via “Machines.*MachineName*.Monitoring.Machine-
Tool.*DisplayName*”.
Display Name Node ID Data Type Comment
0: Manual
1: Automatic
. 2: Setup
OperationMode NS9/6004 Int32 3: AutoWithManuallntervention
4: Service
5: Other
Spindlex

This object can exist in several instances. They are numbered between 1 and the value of “Number
of Spindles” and contain several variables.

The object name consists of the text “Spindle” and the corresponding spindle number (e.g. “Spin-
dle1”).

A spindle has the following variables and they can be reached via “Machines.*MachineName?*.
Monitoring.Spindle1.*DisplayName*” (example for spindle 1):

Display Name Node ID Data Type Comment
IsRotating NS9/6029 Boolean

Override NS9/6031 Double

Name NS9/6143 String
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2.6.6

Notification
The Notification object contains the object messages.

Messages

A Message object has the following variables and they can be reached via “Machines.*Ma-
chineName*.Notification.*DisplayName*”:

Display Name Node ID Data Type Comment

Message: Message text
Messages NS6 Strings ConditionName: Error number
inclusive extension

2.6.7 Production
The Production object contains the object ActiveProgram.
ActiveProgram
This object contains variables and an object and they can be reached via “Machines.*Ma-
chineName*.Production.ActiveProgram.*DisplayName™*”.
Data Type Comment
Name NS9/6005 String Name of the part program
State - See below
NumberinList NS9/6006 Uint16
State
The variable can be reached via “Machines.*MachineName*.Production.ActiveProgram.
State.*DisplayName™*”.
Display Name Node ID Data Type Comment
Initializing
Running
CurrentState NS9/6007 String Ended
Interrupted
Ended / Aborted
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2.7 MQTT

2.71 NUM lloTgateway Architecture
Exemplary structure with MQTT

Data points =

> m - . i
* N et Publish data points

NUM

llaTgateway

Network

272 Topics and values
Collected and already converted data is published via the MQTT protocol to a MQTT Broker.

A message broker is a service in between multiple clients. In this case multiple clients which under-
stand the protocol MQTT. The broker itself isn’t interested on which topics clients publish respective
subscribe this only purpose is to relay messages from one publisher to multiple subscribers.

Every client can be a publisher, subscriber, or both. (The NUM IlloTgateway has no subscription
capabilities at the moment, i.e. it is not possible to receive commands from somewhere).

In some cases the broker is used to translate the payload from one or multiple topics to another
format or topics and publishes them on himself or on another broker.

MQTT topics are in the form “prefix/Id/topic/subtopic”.

The prefix, if present, comes on the first level “prefix”. If no prefix is selected, the first level is the Id
from the Protocols tab of the NUM lloTgateway Ul.

All topics are prefixed with this combination: “prefix/Id”. To be compatible with MQgateway the prefix
name must have a leading / in e.g. /prefix.

All topics have the retain flag set, that means if someone connects to the broker after a topic was
published, he gets the latest information from the broker.

The payload of each topic is in JSON format. Depending on the topic, it could be a list of payloads
or just a single payload.

Every payload has a timestamp in the format “2078-08-08T07:53:11.218Z”. The timestamp isin UTC.

There is also a property value, which contains the actual data.
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A simple payload with a string looks like this:
{‘timestamp”:"2018-08-08T07:52:00.5412", "value”:"Some strings”,"state":"Good"}
Moreover, a payload with a number like this:
{"timestamp”.”2018-08-08T07:52:00.556Z”,"value”:100.4553, "state":"BadNotActive"}
It is also possible to have complex data values like this:

{‘timestamp”:”2018-08-08T07:52:57.606Z2", value”:{*parameter”:’75000”,"value”:47373.9324},
"state":"Good"}

The data is always sent, regardless of whether a value is valid or not. To avoid invalid data, the
payload contains the state information (Good or BadNotActive).

The topics are grouped in three logical units; they are described in the following sections.

273 Sign of Life
lloTgateway provides a “Sign of Life” that indicates whether the connection with the controller is still
present. The signal alternates between 1 and 0 every second.
The payload is published over the topic “prefix/Id/SignOfLife”.
274 Machine Information
The machine information topic contains mostly static information from the configuration file.
The topics can be reached via the path “prefix/Id/Machinelnformation/topic”.
The topics are as follows and the data type reflects the type of the value (without timestamp).
Topic Data Type Comment
ProductionPlant string From configuration
ProductionLine string From configuration
MachineType string From configuration
MachineSerial string From configuration
MachineName string From configuration
. CNC identifier from CNC.
SystemType string E.g. Flexium® 68
Variable1 string From configuration
Variable2 string From configuration
Variable3 string From configuration
275 Machine State
The machine state topic contains actual data for all channels.
The topics can be reached via the path “prefix/Id/MachineState/topic”.
Topic Data Type Comment
. Values: Unknown, Idle, Running,
ActStatus string Paused, Error
ActFeedEnable bool
ActAlarms Array[Alarm] A JSON array from type Data Type
Alarm
NumberOfPLCVars int 0to 15/0: No PLC Variables
NumberOfNCK int 1t05
PLCVar - See below
NCK - See below
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Data Type Alarm

Example: {“number”:2007, text”:’Flexium System was not shutdown correctly! Previous Zone O files
are transferred to the NCK.”, "type”:’"RTSMessage”,” extension”:0}

PLCVar

Is a subtopic of MachineState whose elements are numbers between 1 and the value of “Number-
OfPLCVars”. E.g. “prefix/Id/MachineState/PLCVar/1”.

The value of such an element has the format as follows, where the parameter is the subscribed vari-
able: {"timestamp”:"2018-08-08T07:18:30.377Z", 'value”:{*parameter”:"Application.loConfig_ Globals.
Flexium_NCK.RCNC.Axis[0].Status”, value”:1}}

NCK

Is a subtopic of MachineState whose elements are numbers between 1 and the value of “Number-
OfNCK”. E.g. “prefix/Id/MachineState/NCK/1/topic”.

Topic Data Type Comment
NumberOfChannels int 1t0 8
NumberOfEparams int 0to 15/0: No E Parameters
eParam - See below
Channel - See below
General - See below

eParam

The E parameters are accessible over “prefix/Id/MachineState/NCK/1/eParam/number”’where the
number is between 0 and NumberOfEparams.

The value is a complex type as follows; the parameter is the subscribed eParam number:
{"timestamp”.”2018-08-08T07:53:06.429Z”,"value”:{*parameter”.”70000”, “value”:1044.1040308}}

Channel

The topics of the corresponding channel are accessible through “prefix/Id/MachineState/NCK/1/
Channel/number/topic” where the number is between 1 and NumberOfChannels.

A channel has the following topics:

Topic Data Type Comment

ActFeedrate double

ProgrammedFeedRate double

ActFeedrateOverride int

ActFeedEnable bool

ActSpindleSpeed double

ProgrammedSpindleSpeed double

SpindleOverride int

ActMainProgramName string Actual program number of the main pro-
gram (e.g. %0100)

ActProgramFileName string 'llz'll'(lai)s(iu::formation is only available for

ActProgramComment string

ActCallStack string

ActOperatorMessage string
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General

General information can be reached via “prefix/Id/MachineState/NCK/1/General/topic’.

Topic Data Type Comment

ActOperationMode string Values: Unknown, Auto, Single, MDI,
) ) Rapid, Search, Test, Manual, Home,

PreSelectedOperationMode string Shifts, NoMode

2.7.6 NUMroto
The topics of NUMROTO’s NrProdState.xml are accessible under “prefix/Id/NUMroto/topic”.
Topic Data Type Comment
NrProdState json Complete ProdState.xml in a JSON
string
Info - See below
JobState - See below
WorkpieceState - See below
ProcessState - See below
Info
The topics for Info can be reached via the path “prefix/Id/NUMroto/Info/topic”.
Topic Data Type Comment
NumrotoVersion string
MachineNumber string
MachineName string
JobState
The topics for JobState are accessible over “prefix/Id/NUMroto/JobState/topic’.
Topic Data Type Comment
Values: No, GrindProd, ReGrind, Tool-
. . Probe, WheelProbe, WheelDress,
Activity string WheelCrush, WheelStick, ToolLoader,
WheelChange
JobMode string ProdState.xml: /NrProdData/JobType
JobName string ProdState.xml: /NrProdData/JobName
JobStarttime DateTime ProdState.xml: /NrProdData/JobStart-
Time
JobEndtime DateTime ProdState.xml: /NrProdData/JobEnd-
Time
JobTotalNoOfWorkpcs int ProdState.xml: /NrProdData/ToolNum-
berMax
JobNoOfCurrentWorkpcs int ProdState.xml: /NrProdData/ToolNum-
ber
JobNoOfUnsuccessful Workpcs | int ProdState.xml: /NrProdData/ToolNum-
berUnsuccessful
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WorkpieceState

The topics for WorkpieceState are accessible over “prefix/Id/NUMroto/WorkpieceState/topic”.

Topic Data Type Comment

WorkpcsName string ProdState.xml: /NrProdData/ToolName

WorkpcsStartTime DateTime ProdState.xml: /NrProdData/ToolStart-
Time

WorkpcsEndTime DateTime ProdState.xml: /NrProdData/ToolEnd-
Time

ProcessState

The topics for ProcessState are accessible over “prefix/Id/NUMroto/ProcessState/topic”.

Topic Data Type Comment
ProcessType string
NrToollnfo

The topics of the NUMroto’s NrToollnfo.xml are accessible over “prefix/Id/NrToollnfo/topic”.

Topic Data Type Comment

NrToollnfo json Complete NrToollnfo.xml in a JSON
string

NumrotoVersion string

ToollnfoVersion string

Name string

Comment string

JobNumber string

BlankLength double

BlankDiameter double

ShankLength double

ShankDiameter double

ShorteningAmount double

Collet - See below

Configuration - See below

Operations - See below

NrToollnfo json Complete NrToollnfo.xml in a JSON
string

Collet

The Collet topics are accessible under “prefix/Id/NrToollnfo/Collet/topic”.

Topic

Data Type

Comment

Name

string

Configuration

The Configuration topics are available under “prefix/Id/NrToollnfo/Configuration/topic’.

Topic

Data Type

Comment

Package

See below
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Package

The Configuration topics for Packages can be reached via the path

“prefix/Id/NrToolinfo/ Configuration/Package/topic”.

Topic Data Type Comment
Id int
Name string

Operation

The topics of the different Operations are available under

“prefix/ld/NrToollnfo/Operations/ Operation[n]/topic”. Where “n” is the number of the operation

(“n” is between 1 and 99).

Topic Data Type Comment

Id int

Name string

Machining int 0: False / 1: True
Simulation3D int 0: False / 1: True
MachiningTime double

SimulatedCollision int

SimulatedPathError double

SimulatedRemovalRate double

Wheel

See below

Wheel

The topics of the wheels of a package are accessible at
“prefix/ld/NrToollnfo/Operations/ Operation[n]/Wheel/topic’.

Where “n” is the number of the operation (“n” is between 1 and 99).

Topic Data Type Comment
Name string

Type string

Package string

Diameter double

RotationSpeed double

CuttingSpeed double
DirectionOfRotation string
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2.8 MTConnect
2.81 NUM lloTgateway Architecture

Exemplary Structure with MTConnect

NUM CHC
Dataltems =
: Publish Dataltems
i Network

2.8.2 Introduction

MTConnect is a universal communications protocol for the factory floor. It is designed specifically
for the shop floor environment.

While there are numerous communication solutions available for the shop floor, MTConnect offers
one very distinct difference.

MTConnect is the first standard to define a "dictionary" for manufacturing data. This means that data
from multiples machines will have a common definition - name, units, values and context.

With MTConnect, the data is defined only once at the MTConnect compliant interface to the device
or machine tool.

Once the data is defined based on the MTConnect standard protocol, it can be easily be used by
all MTConnect compliant software applications. This eliminates the need to redefine the data within
each application.

MTConnect significantly reduces startup time, overall project costs, and long term maintenance
of software system interfaces. MTConnect compliant devices process information locally and then
provide that data in a consistent format to any MTConnect compliant application - ERP, MES, and
Production Management Systems.

(MTConnect.org: Getting Started with MTConnect:Architecture)
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MTConnect Most Basic Architecture

Agent:
* Accepts Dataitems from Adapter
# Organizes Dataitems in Buffer
* Applies MTConnect Schema
# Responds to Requests for Data
* Probe
* Current
» Streams

Application

NUM llo Tgateway

f == s = e = -

P == == s o s = o

MTConnectofthe NUM lloTgateway acts as serverforthe CNC and NUMROTO data via http requests.

NUM lloTgateway offers many Data ltems. That they can be separated from the others, a Data ltem

Name consists of *Group*/*Sub-Name*”.

*Group* is the name of a group of data items or a component with similar information.

*Sub-Name* is the name of an information.

In the following tables, the group name is not mentioned but listed before. E.g., Data Item Name

is “Machine Information/Production Plant”

“Production Plant” is in the table.

. The text “Machine Information” is above the table and

46
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2.8.3 General Data

General Data of the NUM device.

The Data Item Name is ““Sub-Name™*”.

Sub-Name Category Comment

Availability Event Values: UNAVAILABLE / AVAILABLE
lloTgateway provides a ,Sign of Life*
that indicates whether the connection

Sign of Life Event with the controller is still present. The
signal alternates between 1 and 0 every
second.

284 Machine Information

The “component” machine information contains mainly static information from the configuration file.

The Data Item Name is “Machine Information/*Sub-Name*”.

Sub-Name Category Comment

Production Plant Event From configuration

Production Line Event From configuration

Machine Type Event From configuration

Machine Serial Event From configuration

Machine Name Event From configuration

System Type Event gg]C identifier from CNC. E.g. Flexium*
Variable1 Event From configuration

Variable2 Event From configuration

Variable3 Event From configuration
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2.8.5

Machine State

The “component” Machine State contains actual data for all channels.

The Data Iltem Name is “Machine State/*Sub-Name*”.

Sub-Name Category Comment
Actual Status Event \F@ﬁf:é,ué]#g?wn’ Idle, Running,
Actual Feed Enable Event
Number of Active Alarms Event Oto 5
Active Alarm Error Type 0 Event CNC, Drive etc.
Active Alarm Error Number O Event Error number
Active Alarm Error Index O Event Extension of the error number
Active Alarm Error Line 0 Event m:;:r;%?;rﬂf\}vlz (;Ztgc‘t);cc)jgram where
Active Alarm Error Message 0 Event Message text
Active Alarm Error Additional 0 Event ![‘rire]ep?ggr:neqrv(;;;h;etce'i;gmgram where
Repetition of the Data Items of Active
Alarms 1to 4
Number of PLC Variables Event 0to 15/0: No PLC Variables
Number of NCKs Event 1to5
“PLC Variable x” - See below
“NCKx” - See below
“PLC Variable x”

Some PLC Variables values can be queried under the “component” Machine State. The Data Item
Name contains a number between 1 and the value of “Number of PLC Variables”.

Data Item Name for the first PLC Variable is e.g. “Machine State/PLC Variable 1.
This Data Item is from the Event category.

“NCKx”

The “component” Machine State contains the component NCK. Its ID is a number between 1 and

the value of “Number of NCKs”.

The Data Item Name for the first NCK is e.g. “Machine State/NCK 1/*Sub-Name*”.

An NCK has the following Data Items:

Sub-Name Category Comment

Number of Channels Event 1t08

Number of E Parameters Event 0to 15/0: No E Parameter
“E Parameter x” - See below

“Channel x” - See below

General - See below
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“E Parameter x”

Some E Parameters values can be queried under the component NCK. The Data Item Name contains
a number between 1 and the value of “Number of E Parameters”.

Data Item Name for the first E Parameter of the NCK1 is e.g.
“Machine State/NCK 1/E Parameter 1”.

This Data Item is from the Event category.

“Channel x”

The “component” NCK contains the “component” Channel. Its ID is a number between 1 and the
value of “Number of Channels”.

The Data Item Name for the first Channel of NCK1 is e.g.
“Machine State/NCK 1/Channel 1/ *Sub-Name*”.

A channel has the following Data ltems:

Sub-Name Category Comment
Actual Feed Rate Event

Programmed Feed Rate Event

Actual Feed Rate Override Event

Actual Feed Enable Event

Actual Spindle Speed Event

Programmed Spindle Speed Event

Spindle Override Event

Actual Main Program Number Event
ActProgramFileName Event 'II:'Ihei)s(iumformation is only available for
Actual Program Comment Event

Actual Call Stack Event

Actual Operator Message Event ASCII string
General

The component NCK contains the “component” General.
The Data Item Names of it is “Machine State/NCK 1/General/*Sub-Name*”".

Sub-Name Category Comment

Actual Operation Mode Event Values: Unknown, Auto, Single, MDI,
Rapid, Search, Test, Manual, Home,

Pre-selected Operation Mode Event Shifts, NoMode
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2.8.6 NrProdState

The device NrProdState offers information of NUMROTQO’s NrProdState.xml. They are accessible
under /NrProdState/*Sub-Name™’.

Sub-Name Category Comment

NrProdState Content JSON Event ;(:i:qglete ProdState. xmlin a JSON

Numroto Version Event

Machine Number

Machine Name Event
Values: No, GrindProd, ReGrind, Tool-

Activity Event Probe, WheelProbe, WheeIDress,
WheelCrush, WheelStick, ToolLoader,
WheelChange

Job Type Event

Job Name Event

Job Start Time Event

Job End Time Event

Tool Name Event

Tool Start Time Event

Tool End Time Event

Tool Number Event

Tool Number Max Event

Tool Number Unsuccessful Event

Process Type Event

2.8.7 NrToollnfo

The device NrToollnfo offers information of NUMROTQ’s NrToollnfo.xml. They are accessible under
“NrToolinfo/*Sub-Name*”.

Sub-Name Category Comment
NrToolInfo Content XML Event ;?i:;lete NrToollnfo.xmlin a JSON
Numroto Version Event

Tool Info Version Event

Name Event

Comment Event

JobNumber Event

Blank Length Event

Blank Diameter Event

Shank Length Event

Shank Diameter Event

Shortening Amount Event

Collet - See below
Configuration - See below
Operations - See below
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Collet

The Data Items of the group Collet are accessible under “NrToollnfo/Collet/*Sub-Name™’.
Sub-Name Category Comment
Name Event

Configuration

The Data ltems of the group Configuration are accessible under “NrToollnfo/Configuration/ *Sub-

Name®.
Sub-Name Category Comment
Package - See below
Package
The Data Items of the group Package are accessible under “NrToollnfo/Package/*Sub-Name™’.
Sub-Name Category Comment
Id Event
Name Event
Operation

The Data Items of the group Operations are accessible under “NrToollnfo/Operations/ Operation

n/*Sub-Name*”. Where “n” is the number of the operation (“n” is between 1 and 99).

Sub-Name Category Comment

Id Event

Name Event

Machining Event 0: False / 1: True
Simulate 3D Event 0: False / 1: True
Machining Time Event

Simulated Collision Event

Simulated Path Error Event

Simulated Removal Rate Event

Wheel - See below

Wheel

The Data Items of the group Wheel are accessible under “NrToollnfo/Operations/ Operation n/

Wheel/*Sub-Name*”. Where “n” is the number of the operation (“n” is between 1 and 99).

Sub-Name Category Comment
Name Event
Type Event
Package Event
Diameter Event
Rotation Speed Event
Cutting Speed Event
Direction of Rotation Event
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29 Troubleshooting / Diagnostics
If there is no data available, please check the following:
 Is there a license? Has it the correct serial number? The license file is stored under C:\Program
Files (x86)\NUM\NUM lloTgateway\Gateway\Licenses
+ |s FXServer / APServer connected to the correct CNC?
* Runs NUM lloTgateway with elevated permissions? (It should not, when FXServer does not.)
* In case of MQTT: Is the broker reachable?
If all of the above questions can be answered with yes and it is still not running, please check the
lodfiles.
The log file are stored under "C:\User\Public\Documents\NUM\NUM lloTgateway\Logs". A file is
created daily if NUM lloTgateway is started. A maximum of 20 files are stored.
Make sure there is no exception displayed.
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210 NUM lloTgateway Installation

Administration rights are required for the installation.

NUM delivers the NUM lloTgateway installation software digitally via your NUM branch. Two variants
are available: The standard version and a trial version.

When installing a standard version for the first time, a license (*.lic) and a configuration file (control-
ler.json) are supplied in a zip file. This zip file must be unzipped and saved together with installation
program on the target system.

The directory should look like this:

Config Dateiordner
Licenses Dateiordner
ﬁE‘ MUM.IleT. 5etup_2.1.0.480.msi Windows Installer... 28'837 KB

In the case of a software upgrade or a test version, only the installation program needs to be saved
on the target system.

Double-click the Microsoft installation program NUM.lloT.Setup_x.x.x.xxx.msi or NUM.IIoT.
Setup_x.x.x.xxx-Trial.msi to install the NUM lloTgateway.

NUM lloTgateway Setup Wizard Page appears.
Press Button: Next = Installation begins

57 NUM lloTgateway Setup - X

Welcome to the NUM IloTgateway Setup
Wizard

The Setup Wizard will install NUM IIoTgateway on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next Cancel
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A window appears with the version number to be installed. This is a hint so that it is clear which
software version is being installed.

Press the OK button.

ﬁ'.’-f? ation VEersion —

Instaling: MUM IIoTgateway Version: 2.1.0.481

NUM lloTgateway Software License Agreement window appears.
Activate the checkbox to agree to the license agreement.
Press Button: Next = Continue the installation

ﬁ NUM lloTgateway Setup — >

End-User License Agreement
Pleaze read the following license agreement carefully

NUM Software License Agreement 2

By accepting this agreement or using the software, you agree to
all of these terms. If you do not accept and comply with these
terms, you may not use the software or any of its features.

License

1. Under this Agreement NUM grants to the Licensee a non-exclusive

license (the “License™) to use Flexium CAM Profile {the “Software™)
toanether with a MM cantrollar o a2 BB arotectinn onit W

accept the terms in the License Agreement

Print Back Cancel
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In case of a standard installation, NUM lloTgateway Setup window appears.
Choose a Setup Type, for example Complete.

@ NUM lloTgateway Setup — X
Choose Setup Type
Choose the setup type that best suits your needs @

b

Typical

Installs the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be installed and where they
will be installed. Recommended for advanced users.

I Complete ‘l

All program features will be installed. Requires the most disk space.

Back Next Cancel

In case of installing a trial version, NUM lloTgateway Setup Trial window appears.
Enter the serial number of the CNC to be used for the test.

Chose the according CNC type.

Activate the Yes checkbox if the umati nodeset is to be tested.

17 NUM lloTgateway Setup Trial x

Controller Serial Number

Please enter your controller serial number.,
It should be exactly 8 numeric digits.

|123456?B|

Controller Type
Please Select a Controller Type

| w

Axium Fower
Flexium
Flexium+
Mum Power

=}

Press Button: Next
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The NUM lloTgateway Installation page appears.

5 NUM lloTgateway Setup — X

Installing NUM IoTgateway

Please wait while the Setup Wizard installs MUM IIoTgateway.

Status:

The following window appears during installation.
Press Button: Yes

56
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The NUM lloTgateway Installation page appears again.
The installation status is displayed.

#7 NUM lioTgateway Setup — e

Installing NUM IMoTgateway @

Flease wait while the Setup Wizard installs MUM IIoTgateway.

Status: Copying new files
|

After some time the NUM lloTgateway Installing End Page appears.
You may click the checkbox = Launch the NUM lloTgateway Ul Configuration Tool after installation.
Press Button: Finish = Complete the installation.

15 NUM lloTgateway Setup — X

Completed the NUM IloTgateway Setup
Wizard

(Click the Finish button to exit the Setup Wizard.

Thank you for your trust and for installing the software. Have
fun using it.

E Launch Configuration Tool

Back Il Cancel
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When the NUM lloTgateway Ul is started for the first time after successful installation, the following

window appears:

Protocols } Control Parameters_l.l': Machine Infom‘lalion_}': PLC \hriable-s_l.l': E-Parameters

Connection

[ ] OPC UA NUM NodeSet
[ ]oPC UA umati

[ IMTConnect [ Jmarr

2.1.0483-
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211 Windows Firewall Settings

The following Windows Firewall settings are exemplary settings used during development and testing
of the NUM lloTgateway in the NUM network environment using OPC UA as an example.

Therefore, the Windows Firewall settings are described as guiding paths and may differ from the
customer's network structure.

Settings of the NUM lloTgateway PC, so that the OPC UA Client PC has access to the
NUM lloTgateway PC via the network over the UA OPC Port 48030.

MLIM

lloTgateway

Network
2111 Windows Firewall PC Settings
Windows Firewall Settings for NUM lloTgateway Applications
Select Windows Defender Firewall
Select menu: “Allow an app or feature through Windows Defender Firewall"
@ Windows Defender Firewall JL — O ®
“— v ﬂ < All Control Panel ltems » Windows Defender Firewall | O Search Control Panel pel
Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software frem gaining access to your
Allow an app or feature PC through the Internet or a network.
through Windows Defender
Firewsll o For your security, some settings are managed by your system administrator.
(ﬂ Change notification settings
& Turn Windows Defender l :
Firewall on or off ° Domain networks Connected
& Restore defaults l @ Frivate networks Connected
&) Advanced settings
Troubleshoot my network l v Guest or public networks Not connected
See also
Security and Maintenance
Metwork and Sharing Center
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Press Button: Change settings
Press Button: Allow another app...

@ Allowed apps - [m] *

L - TI?« Windows Defender Firewall > Allowed apps ~ C)II Search Control Panel yl

Allow apps to confuunicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app te communicate? ¥ Change settings

o For your security, some settings are managed by your system administrator,

Allowed apps and features:

Mame Domain  Private Public  Group Policy *
Licensedctivator.exe MNe
mDNS MNo
[ Media Center Extenders [} [} O N
Microseft Content Me
Microsoft family features No
Marrator QuickStart MNe
[ Metlogen Service O O ] No
Metwork Discovery [} Mo
[ Performance Logs and Alerts O O O No
[ Proximity Sharing No
Remote Administration O m} Yes
Remote Assistance O No &
Details... Remove

Allow ancther app...

0K Cancel

Press Button:
Browse = C:\Program files (x86)\NUM\NUM llotTgateway\Gateway\NUM.lloTgateway.exe

Press Button: Add the NUM.lloTgateway app to it
See directory structure for file NUM.lloTgateway.exe

5 ThisPC + Local Disk () » Program Files (x86) » NUM > NUM lloTgateway » Gateway

2 MName Date modified Type Size
Newtonsoft.Json.dll 3/17/2021 9:03 PM Application extens... 630 KB
[] NUM.IIoT.Gateway. deps.json 2/12/2022 9:08 AM  JSON File 202 KB
| NUM.IloT.Gateway.dll 12/12/2022 9:08 AM  Application extens.., 18 KB

{2 NUM.IIoT Gateway 12/12/20229:03 AM__ Application 93 k8]

D NUM.lleT.Gateway pdb 12/12/2022 9:08 AM  PDE File 25 KB

Add an app x

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:
[EE]|NUM. IToT. Gateway

Path: | C:\Program Files (x86) NUMNUM IIngahewa| I Browse... I

What are the risks of unblocking an app?

‘fou can choose which network types to add this app to.

Network types... Cancel
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App NUM.lloTgateway has been added
Network app connections are displayed

@ Allowed apps

= v 0« Windows Defender Firewall » Allowed apps

Search Control Panel

v D

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? !;‘Chang& settings
o For your security, some settings are managed by your system administrator,
Allowed apps and features:
Mame Domain  Private  Public  Group Policy *
LicenseActivator.exe Ne
mDNS No
[0 Media Center Extenders O O O Ne
Microsoft Content Ne
Microsoft family features No
Marrator QuickStart MNe
[ Netlogon Service O O O Ne
MNetwork Discovery | MNo
| FINUMIoT Gateway O No |
|"OPerformance Logs and Alerts [} O [} No
Proximity Sharing MNe
Remote Administration ] O Yes &
Details... Remove

Allow another app...

QK Cancel

The networks Domain, Private and Public can be allowed for the NUM lloTgateway per checkbox.

@ Allowed apps

« v ﬂ« Windows Defender Firewall » Allowed apps

To add, change, or remove allowed apps and ports, click Change settings.

Search Control Panel

v O

Allow apps to communicate through Windows Defender Firewall

What are the risks of allowing an app to communicate? !;Changr: settings
o For your security, some settings are managed by your system administrator.
Allowed apps and features:
Name Domain  Private  Public  Group Policy *
Microsoft family features No
Marrator QuickStart Ne
[ Netlogon Service O O O No
Metwork Discovery O No
|EINUM.II0T. Gateway No |
[ Performance Logs and Alerts O O O No
Proximity Sharing Mo
Remote Administration O O Yes
Remote Assistance O Ne
[0 Remote Desktop O O O Mo L\@
[ Remote Desktop (WebSocket) O O O Mo
[ Remote Event Log Management O O O Neo e
Details... Remove

Allow another app...

OK Cancel

[m}
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Select menu "Advanced settings"

0 Windows Defender Firewall JL

- v 4 @@ « Al Control Panel ltems > Windows Defender Firewall ~ O

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature
through Windows Defender
Firewall

PC through the Internet or a network.

Change notification settings

<@

Turn Windows Defender
Firewall on or off

) Restore defaults

l ° Domain networks
l ° Private networks

l ° Guest or public networks

Troubleshoot my network

See also
Security and Maintenance

Metwork and Sharing Center

Search Control Panel 2

Help protect your PC with Windows Defender Firewall

o For your security, some settings are managed by your system administrator.

Connected

Connected

Not connected |

Select menu: Inbound Rules

o vind

Defender Firewall with Advanc

File Action View Help

ﬂ Windows Defender Firewall wth Advanced Securty provides network securty for Windows computers

2w Connection Security Rules

> B, Monitoring

Actions

L}
L)

Overview

(i) Foryour securty, some settings are controlled by Group Policy
Domain Profile is Active
& Windows Defender Fiewallis on
@® Inbound comnections that do not match a rule are blocked
@ Outbound connections that do not match a nle are allowed

Private Profile is Active
& Windows Defender Fiewallis on
© inbound :nnnejéns that do not match a nuke are blocked

@ Outbound connedlions that do not match a nle are allowed

Public Profile

& Windows Defender Firewallis on.

@® Inbound comnections that do not match a rule are blocked
@ Outbound connections that do not match a nle are allowed

Windows Defender Fiewall Properties

B @ @

Create connection security nules to specify how and when connections between computers are autherticated and
protected by using Intemet Protocol securty (IPsec).

Connection Securty Rules

View and create firewall rules

Create firewal uies to allow or block connections to specified programs or ports. You can also allow  connection only if
itis athenticated, or f it comes from an authorized user, group, or computer. By defaut, inbound connections are
hlerknc 1 1mimes thous miieh i that Al fhm = outhorined crrertions amm alowed 1nlase they maich » nie thet

Getting Started -

Import Policy..
Export Policy.

Restore Default Policy
Diagnose / Repair
View

Refresh

Properties

Help

Windows Defender Firewall with Adv...
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Select Name: NUM.lloTgateway and open with Double Click

W Windows Defender Firewall with Advanced Security
File Action View Help

L 20N BEYY 7N

T Gtbound e Name Group B Profile
i Connection Security Rules Flexiurn Office Location Service Al
B, Monitoring 0 FxBrowser Al
FXKeyboard Al
FXRemoteShutdown Al
0 FxServer Al
ga_service.exe Al
Gateway Al
& Gateway> Network scan All
All
Al
Al
& report_sender.exe All
Sentinel License Manager Domai..
& Teamviewer Remote Control Application Private
Teamviewer Remate Control Application Private
Teamwiewer Remote Control Application Public
& Teamviewer Remote Control Application Public
Teamviewer Remote Control Service Public
Teamwiewer Remote Control Service Public
18 Teamviewer Remote Control Service Private
& Teamviewer Remote Control Service Private
@ Trend Micro Apex One Listener Al
@ TruelmageHomeService.exe All
@ TruelmageMonitor.exe Al
TruelmageTools.exe Al
Allloyn Router (TCP-In) Allloyn Router Demai...
@ Allloyn Router (UDP-In) Alloyn Router Domai.
BranchCache Content Retrieval (HTTP-In}  BranchCache - Content Retr... Al
BranchCache Hosted Cache Server (HTT...  BranchCache - Hosted Cach... Al
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... Al
Cast to Device functionality (qWave-TCP... Castto Device functionality  Private...
Cast to Device functionality (qWave-UDP... Cast to Device functionality  Private
< > ||«

Enabled

Yes
Yes

Action ™
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow v
>

Actions

Inbound Rules

[~}

hid
7
g

Vo

New Rule...
Filter by Profile
Filter by State
Fiter by Group
View

Refresh

Export List...
Help

Select Tab General:
Name text box appears: NUM.lloT.Gateway
Description text box: A description can be entered.

Press Button: Apply

roperties

Protocols and Ports
General

Scope Advanced Local Principals

Programs and Services

General
& Name:
% [NUM.llo T Gateway
Description:
NUM.llo Tgateway OPC LA

Enabled

Action
~54 (@ Allow the connection
J
K () Mlow the connection ff it is secure

() Block the connection

OK Cancel

Remote Computers

Apply

bd

Remoate Users
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Select Tab: Protocols and Ports

Select Protocol type: Choose “TCP”

Select Local Port: Choose “Specific Ports”
Enter in the text box: 48030 (Port for OPC UA)

Press Button: Apply - OK

m

Protocols and Perts  Scope  Advanced  Local Principals

Protocols and ports

General Programs and Services Remote Computers

Remote Lisers

Example: 80, 443, 5000-5010

(ICMP) settings:

| 0] 4 Cancel

Intemet Control Message Protocol ~stomize

w" Protocol type: TCP ~
Protocol number: =
Local port: Specific Ports w
43030
Example: 80, 443, 5000-5010
Remote port: All Ports hd

Apply
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212 Test Client Settings
2121 OPC UA Client Settings

P Engzaes.0.10 P (@192.168. 0.4

MLUM
lloTgateway

OPC L

Clignt

-
¢ 4 ¢

Unified Automation's UaExpert may be used as a test client. It shows the essential and exemplary
settings for a connection with the NUM IlloTgateway over OPC UA. OPC UA clients from other
providers may therefore show deviations when applying the settings.

Network

NUM lloTgateway Ul

Activate the OPC UA connection in the NUM lloTgateway Ul tab “Protocols” by clicking the checkbox
OPC UA. Thus, the OPC UA Server is validated in the NUM lloTgateway and according settings
appears.

The OPC UA settings are described in see section 2.4.1.

UaExpert Settings

Add NUM Server and configure the IP address and OPC UA port number for accessing the data
points with the OPC UA client.

File View Server Document Settings Help

DBBR =0 X~ B | <
Address Space ?

Set the Endpoint Url with the OPC UA format opc.tcp://192.168.0.14:48030/ for IP@ + Port in the
OPC UA Client.
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B Add Server ? >

Configuration Mame |

Discovery Advanced

server Information

Endpoint Url |opc. tep://192. 168.0. 14:48030/

Security Settings
Security Policy Maone -

Message Security Mode | Mone -

Authentication Settings
@ Anonymaous

Username

Password Store

Certificate

Private Key

Session Settings

Session Mame

Connect Automatically

Cancel
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Establish connection to the NUM lloTgateway OPC UA Server.

File View Server

Address Space

Document

NDeBPPFR +

Settings

Help

In online mode, the UaExpert should show the address space with nodes configuration and the data
access view with the Node Ids, Values etc.

1 o
DPPBO ¢ =0 X480 8
B X Data Access View [x)
5 [No Highight <[ F T sener Node ld Display Name Velue Datatype_Source Timesta
(2 Root 1 FXTBenchO1 | String  14:36:38615
v (2 Object: 2 NS2[String|Machinelnformation MachineSerial FXTBenchO1_| Sting  14:36:38.615
Jects 3 NS2String[Machinelnformation.MachineType Machine Information/Machine T... FXTBench01_MachineType Sting  14:36:38.615
v 2 Num 4 NS ProductionL FXTBench01_ProductionLine String  14:36:38615
v & FXTBench0l_MachineName 5 N2l FXTBench01 | String 615
bt - 6 N2l stemy ac Type Flexium= Stiing 615
@ HistoricalEventilter 7 N2l Feed Enabie. true Boolean 615
& Machine Information 2 NS unning tring 597
v jachine State 9 N2l OfNCKs achin of NCKs int32 615
& Machine st W N2l OfPLCVars of PLCV... 14, inti2 615
@ HistoricalEventFiter 1 NS tCallStack /Chi/Actua... %3002 L18 N4D tring 247
@ Machine State/Actual Feed Enable 2 N2l Chi ActFeedEnable achine St e Boolean 143638515
NS Ch1'ActFecdrateO inti2 608
@ Machine State/Actual Status o Nl - s -
@ Machine State/Number of NCKs 5 NS ' achine St Exoo Init Sting 144111360
@ Machine State/Number of PLC Variables il Nea chitacth t MQTT Read Epmramter ima 24
- | a matt| ring
& nek 8 N2l lachine Stats 0 Double 14:36:
& Channelt 1 NS Ch1Prog 300 Double
- arameters 20 NS 1q 0 Double
& E paramet 21 NSzl dleOverrd ™ In2 1440
@ Historical EventFiter Bl N3 Params. 0 Untis
@ MachineState/NCK1/ActChannel B N Paramd aclinens. 18 Unite
eParam fode it 36
@ MachineState/NCKI /Actlinenumber B Nl e /DG Mode ]
@ Machinestate/NCK1/CNC Mode 3 NS araml /GetEBO00T 123456 Double
‘@ MachineState/NCK1/Feedrate Override Potentic ﬂ xg} <t mrrg ;ggégggg“? 45‘527% gwﬂﬁ 43 ;‘)g
@ MachineState/NCK1/Get E0001 B NS eParamd /Get EB3050 222333 Double 610
@ MachineState/NCKI /Get E80050 30 NS eParams /NCK Serial.. 29509000 Inti2 615
achinesta 31 NS2[String|MachineState NCK] .Paramg MachineStote/NCK 1/PositionX 30676875, Double 14:43:41.608
9 Machinestate/NCKI/Get E23001 2 1 K1 General ActO) /General/A... Auto Siing 143935508
S Machinestate/NCKI /Get E83050 E NS K1 Genersl PreSelectedOperationM K1/General/Pr... NoMode Sting 143638515
@ MachineState/NCK1/NCK Serialnumber B K K1/Number of... 10 Ini2 143638515
3 NS2[String|MachineState NCK1 NumberOf Channel: Wachine State/NCK1/NumberOf.. 3 Int2 143631615
9 Machinestate/NCKI /Positionk 3 NS2[String|MachineState PLCVar7 ‘Application.General CncFunctio... 0 Unt32 143638515
& writeParameter 37 NS2[String|MachineState PLCVarg Application.General CrcFunctio.. 0 Unt32 143638515
& HistoricalEventFiter 3 NS2lStringMachineState PLCVar0 Application.General CcFunctio... 0 g2 143631615
39 NS2[String|MachineState PLCVarl0 ‘Application.General_ CncFunctio... 0 In2 143638515
‘@ Machine State/NCK1/General/Actual Operation Md | 39 NS2[String[MachineState.PLCVarl 1 Application.General_CncFunctio... 0 Inted  14:36:38.615
@ Machine State/NCK1/General/Pre-selected Operati¢ |41 NS2[String|MachineState PLCVarl2 ‘Application.General CncFunctio... 0 Inted 143638615
2 NS2[String|MachineState. PLCVarl3 pplication. General CncFunctio... 0 Double 143638515
@ Machine State/NCK1/Number of £ Parameters. ||y NS2[String|MachineStete PLCVarl4 ‘Application.General CncFunctio Sting 143638615
‘@ Machine State/NCK1/NumberGfChannels 4 NS2String[MachineState.PLCVar6 fig_Globals Fle.. 0 Double  14:41:11.59
% PLC Variables 45 NS2[String|MachineState. PLCVard Globals Fle.. 0 Intl6 143935507
Vischine State/Actual AL 45 NS2[String|MachineState. PLCVar2 Globals Fl... true Boolean 14:4211.607
@ Machine State/Actual Alarms 47 NS2String[MachineState.PLCVarl GlobalsFle... true Boolean 14:42:11.607
@ sign of Life 45 NS2[StringlMachineState PLCVar3 Globals Fle.. false Boolean 143638515
4 HistoricalEventFiter 49 N2l CVars Application.loConfia_Globls Fle... true Boolean 143638515
50 NS2[StringiSianOfLife Sign of Life inti2 200,096
% NrProdstate 51 NS2[String|NrToolinfo.NumrotoVersion NrToolinfo/Nurnroto Version 50.1beta String  14:36:38.615
& Nrfoolinfo 52 NS2[StringlNrToolnfo.ToollnfoVersion NToolinfo/Tool Info Version 3 Sting 143638615
& getConfighata 5 NS2lStringlNrToolinfo. Comment Formfaser Werkzeug Sting 143638615
9 o 5 NS2[StringINrToclinfo.Name Nrloolinfo/Name Bohrer16. String  1436:38615
& Server 55 NS2[String|NrToolinfoState.Content Nrloolinfo/\Whole Content “ml"{" @version”: encoding’s'utf-16"}'Nrloolinfo"{"Numrot.. String  1436:38615
D Types 56 Ns2lStringlNrToolinfo JobNumber NiToolinfo/jobNumber 102102 loTaateway tring  14:36:38.610
D views
< |l >
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212.2 MQTT Client Settings

IF @2 68,000 IP {@192.168,0.14

NUM
lloTgateway

Wetwork

IP @102.168.0.100

| Broker

The MQTT Explorer may be used as a test client. It shows the essential and exemplary settings for a
connection with the NUM lloTgateway over MQTT. MQTT clients from other providers may therefore
show deviations when applying the settings.

NUM lloTgateway Ul

Activate the MQTT connection in the NUM lloTgateway Ul tab “Protocols” by clicking the checkbox
MQTT. Thus, the MQTT Server is validated in the NUM lloTgateway and according settings appears.

The MQTT settings are described in see section 2.4.1.

MQTT Explorer Settings
Configuration of the connection to the MQTT Broker (Server address and Port number):

@ MaTT Explorer — u] *
Application  Edit View

Connections : .
* H MQTT Connection

mgtt.eclipse.or: :
Bk T R » »

¢ NUM lloTgateway TestRack Validate certificate Encryption (tls)

test. mosquitio.org

NUM lloTgateway Te.. & oo, o
B Iomqu/ v 192.188.0.100

MQGateway

NUM _lloTgateway SS... &

MQgateway SSL

DELETE £ ADVANGED
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In online mode, the MQTT Explorer should show the topics tree etc.

@ MaTT Explorer — [m] x
Application  Edit  View
MQTT Explorer Q
¥ FXTBenchi1_295090
» Machinelnformation (9 topics, 9 messages) Topic & 'i' A
¥ MachineState
ActAlarms = [["timestamp™:"2023-03-27T13:08:01.9477832Z" "value™{"number"3, "text""|
ActFeedEnable = {"timestamp™"2023-03-27T13:08:42.72784562" "value"true} A
ActStatus = ["timestamp’-"2023-03-27T13:08:45.72858452" "value"-"Running") PRI AT EEE)| - [FEEEn T ZEFIED) |
v NEK MachineState [l NGK [ ll channe i
v
v Iy
ActFeedEnable = {"timestamp™"2023-03-27T13:08:42 73082347" "value"true}
ActFeedrate = {"timestamp™"2023-03-27T13:08:42.4098434Z7","value™:0}
ActFeedrateOverride = {"timestamp™"2023-03-27T713:08:42.4113660Z","value™.0} Value T A
ActMainProgramName = ["timestamp™"2023-03-27T13:08:42 6759338Z" "value”
ActOperatorMessage mestamp™:"2023-03-27T13:08:42 5078753Z" "value™"|
ActProgramComment estamp""2023-03-27T713:08:42.6780830Z" "value” QoS- 0
ActProgramFileName = {"timestamp"."2023-03-27T13:08:42 9006461Z" "value"" _ <> = RETAINED X o
ActSpindleSpeed = ["timestamp”"2023-03-27T13:08:42 4170916Z" "valus™0}  * = 27.03.2023
ProgrammedFeedrate = "timestamp":"2023-03-27T13:08:42 41132437" "value":2 15:31:41
value value.NProdData. TooNum ... {
TopicFilierFX_HBe/FXTBen.. 0 % x TopicFilterFX_HBe/FXT8en.. 0 % x e e
1 1 3 ’
05 05 b History n
0 0
-0.5 -0.3
4 R Publish ~
Topic
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MTConnect Client Settings

P Engz 68,000 P ng2.68. 004

MTConnect
Client

NLUM
lloTgateway

-

¢ % ¢

The MTExplorer may be used as a test client. It shows the essential and exemplary settings for a
connection with the NUM IlloTgateway over MTConnect. MTConnect clients from other providers
may therefore show deviations when applying the settings.

Network

NUM lloTgateway Ul

Activate the MTConnect connection in the NUM lloTgateway Ul tab “Protocols” by clicking the check-
box MTConnect. Thus, the MTConnect Server is validated in the NUM lloTgateway and according
settings appears.

The MTConnect settings are described in see section 2.4.1.

MTExplorer Settings
HTTP Protocol Setting with localhost IP address and Portnumber

Agents/Devices # Update Agent Info ? x
v NUMIloTGateway01

MRProdState AgentID |NUMIIoTGateway01 |

MrToolinfo

NUM Asium Power || URL Ihttp://127.0.0, 1:5000 |

Comment |H'I'I'P protocol command for MTConnect Agent |
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In online mode, the MTExplorer should show the components etc.

& MTExplorer m] x|
File Edit View Help
Agents/Devices Probe Current Sample
v ”“":J'F‘;;Trﬁ:‘;:"t?‘“ Device: NUM Axium Power; UUID: 49cb009a-47b5-433c-9299-8b333763a797 ~
NrTeollnfo Device : NUM Axium Power
NUM Axium Po...
Events %
Timestamp Key Hame | Sub Type | CompTd d Sequence | Value
2023-03-27 13:56:06 | Availability | Availability Availability |1 AVAILABLE
2023-03-27 13:56:54 || Message Sign of Life SignofLife || 1707 1
Condition
| Timestamp ‘ Key ‘ Name ‘ Type |S|lh Type ‘lhtive(nl‘le | d ‘Seqllenoe ‘ Value
[rost [mverea [svetew | [ eosbersaasseasicastosoarioeaii 164 e batenen musssen mevertwerden.
‘Component : Machine Information
Events
Timestamp Key Hame Sub Type | CompId 1d Sequence Value
2023-03-27 13:56:06 | SystemType Machine Information/System Type MachineInformation. SystemType 5 Axium Power Advanced
2023-03-27 13:56:06 || ProductionPlant | Machine Information /Production Plant MachineInformation.ProductionPlant || & AxiumProductionPlant
2023-03-27 13:56:06 | ProductionLine | Machine Information/Production Line MachineInformation.ProductionLine | 7 AxiumProductionLine
2023-03-27 13:56:06 || MachineType | Machine Information/Machine Type MachineInformation.MachineType 8 AxiumMachineType
2023-03-27 13:56:06 | MachineSerial Machine Information/Machine Serial MachineInformation.MachineSerial 9 AxiumMachineSerial
2023-03-27 13:56:06 || MachineName Machine Information/Machine Name MachineInformation.MachineName 10 Axium Power TRack2
2023-03-27 13:56:06 | Variable1 Machine Information/Variable 1 MachineInformation. Variable 1 11 AxiumVariable 1 ©
< >
212.4 Monitoring of Communication

The NUM lloTgateway contains the signal SignOfLife. This monitors the communication chain NUM
CNC <= NUM lloTgateway < OPC UA(2.5.3 ), MQTT ( 2.7.3 ) and MTConnect clients ( 2.8.3 ).

The signal SignOfLife changes its state (0-1-0-1 etc.) in a cycle of approx. 1s.

When the signal changes in this temporal pattern, the communication is stably present. If the signal
does not change in this temporal pattern, communication is interrupted.

Address Space g X
3 |No Highlight -
) Reot
v [ Objects
v I NUM
A n& FETBench01_MachineMame
# HistoricalEventFilter
> n& Machine Information
> n& Machine State
» .& Machine State/Actual Alarms
=——p @ Sign of Life
@ HistoricalEventFilter
> n& MrProdState
> n& MrToollinfo
» =% getConfigData
> n.'ﬁ Server
> 2 Types
> 2D Views

M52 |5tring|5ignOfLife 5ign of Life

stringl5ign OfLife Sign of Life
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MQgateway

341 System overview

The main goal of this MQgateway is to publish data of a NCK to a MQTT Broker.

Participating in this data chain are the members: NCK, IPC / Box PC, APServer / FXServer, and
MQTT Broker.

The NCK is the source of most of the published data. Currently supported are only Flexium Systems
above version 3.6.0.0 and Axium Power above version R2 with Windows 7.

The industrial PC (iPC) or Box PC is the host of the MQgateway. Since the APServer / FXServer
currently runs only on Windows, the MQgateway runs only on the respective PC also.

MQgateway is a special MQTT client which collects all data from different sources. Most of the data are
continuous updating while machining, but there are some static fields, which are updated only once.

There is also an additional source where data is collected from an xml-file. After collection, the data
is packed with a timestamp to a JSON object.

This collected and already converted data is published via the MQTT protocol to a MQTT Broker.

A message broker is a service in between multiple clients. In this case multiple clients which understand
the protocol MQTT. The brokeritselfisn’tinterested on which topics clients publish respective subscribe,
his only purpose is to relay messages from one publisher to multiple subscribers.

Every client can be a publisher, subscriber, or both. (The MQgateway has no subscription capabilities
at the moment, i.e. it is not possible to receive commands from somewhere).

In some cases the broker is used to translate the payload from one or multiple topics to another
format or topics and publishes them on himself or on another broker.

3.2 General notes

As a basic requirement for Axium Power systems APServer and for Flexium systems FXServer has
to be installed on the same machine as MQgateway.

Without this requirements met, MQgateway is not able to publish any data to MQTT topics.
The MQgateway application runs as a Windows application and is minimized on the tray icon bar.

A settings menu is available from context menu accessible through a right click on the icon. This
menu should be available whether APServer / FXServer are installed.

If APServer / FXServer are installed and the licence is available, MQgateway starts publishing data
through MQTT topics to the broker.

MQTT topics are in the form “prefix/Id/topic/subtopic”.
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3.3 Program states

The application can have seven different states.

Unknown: Transition while starting up.

Connected: Connection established between MQgateway and broker.

Disconnected: No connection between MQgateway and broker.

Unlicenced: Missing MQgateway licence.

Error: Only possible if the error is not recoverable.

Connecting / Disconnecting: Flashing icon signals the establishment or termination of the
connection.

o @ L ®

Flashing
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3.4

Settings

3.41

Connect

Disconnect
Settings

About

Exit

General settings
The settings are accessible through a context menu.

On the first tab General settings, Group MQTT broker, one can adjust the IP-address or server name
and port.

If the port is empty or 0, it uses internally the default port for MQTT which is 1883.

The General settings, Group Machine identifier ID is the unique identifier of this publishing client. To
make sure the topics are not overlapping other applications, it is possible to set a prefix. This prefix
can also be empty, in which case the first level is the ID.

Otherwise the first level is the prefix and the second level is this ID.
It's possible to select between Axium Power and Flexium / Flexium*.
The default selection is Automatic.

In this mode MQgateway tries to connect to a Flexium system first, and if not present to an Axium
system.

General | Machine information /' PLC variables | E-Parameter

MQTT Broker

Host | localhost | Port|0 |

Machine identifier

Id | Oc5c9c5e-c9a9-48b5-93b7-6e673194ecdd | Generate Guid

Prefix | |

CNC system

Type |Axium Power v
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3.4.2 Machine information
On the second tab Machine information, it is possible to set some information about this machine
which get published on the respective topics.
Settings
General PLC variables | E-Parameter
Production plant | |
Production line | |
Machine serial | |
Machine type | |
Machine name | |
Variable 1 | |
Variable 2 | |
Variable 3 | |
3.43 PLC variables
On the third tab PLC variables, it is possible to add some PLC watch variables.
Please note: It is not possible to add the same variable twice.
Also note it is only possible to watch 10 variables simultaneously.
General ' Machine information i | E-Parameter
Parameter Comment
Add Delete
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3.4.4 E-Parameter variables
On the fourth tab E-parameter variables, one can add E-Parameter which should be watched.
Please note: it is also not possible to add the same parameter twice.
Also note it is only possible to watch 15 parameters simultaneously.

Enter the E-Parameter without E into the Parameter field.

Settings

General ' Machine information © PLC variables 3

Parameter Comment

70009

Add Delete

These settings are saved in a config file “C:\ProgramData\NUM\MQgateway\Config\MQgateway.config”.

The config file is in an xml/ like format and the constraints are the same as in the settings editor:

<?xml version="1.@" encoding="utf-8" 2>
<configuration>
¢<configSections»
<sectionGroup name="mqGatewaySettings" type="Num.MgGateway.Models.AppSettings, MQgateway"” >
<section name="cncSystem” type="Num.MgGateway.Models.Settings.CncSystemSettings, MQgateway™ />
<section name="client" type="Num.MgGateway.Models.Settings.ClientSettings, MQgateway" />
<section name="machineInformation” type="Num.MgGateway.Models.Settings.MachineInformation, MQgateway" />
<section name="mgqttServer" type="Num.MgGateway.Models.Settings.MqttServerSettings, MQgateway" />
<section name="sourceSettings” type="Num.MqGateway.Models.Settings.SourceSettings, MQgateway" />
</sectionGroup>
</configSections>
<mgttPublisherSettings>
<cncSystem type="Axium"/>
<mgttServer serverhame="localhost” port="0"/>
<client guid="8fd7aad94-9298-4d1f-9fd7-257158941580" prefix="num"/>»

<machineInformation productionPlant="NUM AG - Test Publisher” productionline="" machineType="" machineSerial=""
machineName="" Varl="" Var2="" Var3=""/>
<sourceSettings>
<plcVariables>»

¢<plcVariable parameter="RCNC.Axis[8].Status" comment=""/>
¢plcVariable parameter="RCNC.Axis[1].Status” comment=""/>
</plcVariables>
<eParameters>
<eParameter parameter="70080" comment="X-Axis Position"/>
<eParameter parameter="75800" comment=""/>
<eParameter parameter="7808@0" comment=""/>
</eParams>
</sourceSettings>
¢/mgttPublisherSettings>
«/configuration>
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3.5

Topics and values

3.51

As stated before, topics are starting always with a slash 7”.

The prefix if present comes on the first level “prefix”. If no prefix is chosen, the first level is the Id
from General Settings, Machine Identifier.

All topics are prefixed with this combination, l.e. “prefix/Id”.

All topics have the retain flag set, that means if someone connects to the broker after a topic was
published, he gets the latest information from the broker.

The payload of each topic is in JSON format. Depending on the topic it could be a list of payloads
or just a single payload.

Every payload has a timestamp in the format “2018-08-08T07:53:11.218Z”. The timestamp isin UTC.

There is also a property value which contains the actual data.
A simple payload with a string looks like this:
{"timestamp":"2018-08-08T07:52:00.541Z", "value":"Some string"}

And a payload with a number like this:
{"timestamp":"2018-08-08T07:52:00.556Z", "value":100.4553}

It is also possible to have complex data values like this:
{"timestamp":"2018-08-08T07:52:57.606Z", "value":{"parameter”:"75000", "value":47373.9324}}

The topics are grouped in three logical units; they are described in the following sections.

Lifecycle topics
To make it easier to debug or other use cases there is a lifecycle topic.
The payload “Online” or “Offline” is published to the topic “/prefix/Id/status”.

It is not guaranteed, that a message is only sent once. But it does not matter if a disconnection is
intended or not.

“Offline” is sent if the connection is disrupted either by a hardware or software error.
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3.6 Machine information

The machine information topic contains mostly static information from the configuration file.

The topics are accessible through the path “prefix/Id/Machinelnformation/topic”.

The topics are as follows and the datatype reflects the type of the value (without timestamp).

Topic Datatype Comment

ProductionPlant String From configuration

ProductionLine String From configuration

MachineType String From configuration

MachineSerial String From configuration

MachineName String From configuration

SystemType String CNC identifier from CNC. E.g. Flexium* 68
Variable1 String From configuration

Variable2 String From configuration

Variable3 String From configuration
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3.7

Machine State

The machine state topic contains actual data for multiple channels.
The topics are accessible through the path “prefix/Id/Machine State/topic”.

Topic Datatype Comment
ActStatus String Values: Unknown, Idle, Running, Paused, Error
ActFeedEnable bool
ActAlarms Array[Alarm] A JSON Array with the type Alarm
NumberOfPLCVars int 0to 10
NumberOfNCK int At the moment the value is 1 always.
NCK
PLCVar
Type Alarm

{"extension":0,"number":2007, "text":"Flexium System was not shutdown correctly!
Previous Zone 0 files are transfered to the NCK.", "type":"RTSMessage"}

SPSVar

Is also a subtopic of MachineState whose elements are numbers between 1 and the value of
“NumberOfSPSVars”. E.g. “/prefix/Id/Machine State/PLCVar/1”.

The value of such an elementhas the format as follows, where the parameteris the subscribed variable.
{"timestamp":"2018-08-

08T07:18:30.377Z","value":{"parameter”:"Application.loConfig _Globals.Flexium_NCK.RCNC.Axis[0].
Status”,"value":1}}

NCK

Is a subtopic of MachineState whose elements are numbers between 1 and the value of
“NumberOfNCK”. E.g. “/prefix/ld/Machine State/NCK/1/topic”.

Topic Datatype Comment
NumberOfChannels int

NumberOfEparams int

eParam

Channel

General
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eParam

The E-parameters are accessible through “prefix/Id/Machine State/NCK/1/eParam/number” where
the number is between 1 and NumberOfEparams.

The value is the same complex type as for SPSVar, the parameter is the subscribed eParam number.
{"timestamp":"2018-08-08T07:53:06.429Z", "value":{"parameter":"70000", "value":1044.1040308}}

Channel

The topics of the corresponding channel are accessible through “/prefix/Id/MachineState/NCK/1/
Channel/number/topic” where the number is between 1 and NumberOfChannels.

A channel has the following topics:

Topic Datatype Comment
ActFeedrate double
ProgrammedFeedRate double
ActFeedrateOverride int
ActFeedEnable bool
ActSpindleSpeed double
ProgrammedSpindleSpeed double
SpindleOverride int
ActMainProgramName string
ActProgramComment string
ActCallStack string
General

General information is accessible through “prefix/Id/Machine State/NCK/1/General/topic”.

Topic Datatype Comment

ActOperationMode string Values: Unknown, Auto, Single, MDI, Rapid, Search,
Test, Manual, Home, Shifts, NoMode

PreSelectedOperationMode string
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3.8 NUMroto

The topics for NUMroto are accessible under “prefix/Id/NUMroto/topic”.

Topic Datatype Comment

Info

JobState

WorkpieceState

Info
The topics for Info are under “/prefix/Id/NUMroto/Info/topic”.

Topic Datatype Comment
NumrotoVersion string ProdState.xml -> /NrProdData/NumrotoVersion
MachineNumber string ProdState.xml -> /NrProdData/MachineNumber
MachineName string ProdState.xml -> /NrProdData/MachineName
JobState
The topics for JobState are under “prefix/Id/NUMroto/JobState/topic”.
Topic Datatype Comment
Activity string E-Parameter
JobMode string ProdState.xml -> /NrProdData/JobType
JobStarttime DateTime ProdState.xml -> /NrProdData/JobStartTime
JobEndtime DateTime ProdState.xml -> /NrProdData/JobEndTime
JobTotalNoOfWorkpcs int ProdState.xml -> /NrProdData/ToolINumberMax
JobNoOfCurrentWorkpcs int ProdState.xml -> /NrProdData/ToolNumber
JobNoOfUnsuccessfulWorkpcs int ProdState.xml -> /NrProdData/ToolINumberUnsuccessful

WorkpieceState
The topics for WorkpieceState are under “/prefix/Id/NUMroto/Workpiece State/topic”.

Topic Datatype Comment
WorkpcsName string ProdState.xml -> /NrProdData/ToolIName
WorkpcsEndTime DateTime ProdState.xml -> /NrProdData/ToolEndTime
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3.9 Troubleshooting / Diagnostics

If there is no data published on the broker, please check the following:

Is FXServer / APServer connected to the correct CNC?

Are all the dependencies met?

Runs MQgateway with elevated permissions? (It should not, when FXServer does not.)
Is there a licence?

Is the broker reachable? If it is, what is the state of MQgateway?

If all of the above questions can be answered with yes and it’s still not running, please check the logfile.

The lodfile located at “C:\Users\Public\Documents\NUM\MQgateway\Logs”, which is rotated every
day or when MQgateway is started.

Make sure there is no exception displayed.

If needed, one can adjust the logging level in the file “nlog.config” alongside the “MQgateway.exe”.
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MTConnect

MTConnect introduction

MTConnect is a universal factory floor communications protocol. It is designed specifically for the
shop floor environment.

While there are numerous communication solutions available for the shop floor, MTConnect offers
one very distinct difference.

MTConnect is the first standard to define a "dictionary” for manufacturing data. This means that data
from multiples machines will have a common definition - name, units, values and context.

With MTConnect, the data is defined only once at the MTConnect compliant interface to the device
or machine tool.

Once the data is defined based on the MTConnect standard protocol, it can be easily be used by
all MTConnect compliant software applications. This eliminates the need to redefine the data within
each application.

MTConnect significantly reduces startup time, overall project costs, and long term maintenance
of software system interfaces. MTConnect compliant devices process information locally and then
provide that data in a consistent format to any MTConnect compliant application - ERP, MES, and
Production Management Systems.

(MTConnect.org: Getting Started with MTConnect:Architecture)

MTConnect Most Basic Architecture
Application

Agent:
* Accepts Dataitems from Adapter | Hetwork |
# Organizes Dataitems in Buffer
* Applies MTConnect Schema

» Responds to Requests for Data

g NUM MDTO

* Current ettt e |

® Streams
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4.2

NUM MDTO Software

NUM MDTO (MTConnect Data Transfer Object) is the software component which connects NUM
CNC's into a network over MTConnect

NUM MDTO is composed of two different components that act as one piece of software — Adapter

and Agent. The Adapter gathers the data directly from the NUM CNC.

The Agent collect the data from the Adapter packages and implements it into the MTConnect protocol
to serve it to MTConnect compliant client software over the network.

ERP Software Monitoring Software
SRR, o

MTConnected Layer
(runs over http)

1 NUM MDTO 1 1 NUM MDTO 1
1 1 1 1

I| Adapter |—>| Agent ||
]

>
=%
)
=3
]
H
@
2
>
o
)
g
o
>
@
5]
2

NUM CNCs

Select Components "
Which components should be installed? =l

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

[Full installation A

Install NUM MOTO Adapter 0.2MB

Install NUM MOTO Agent 2.2MB
i [Jf] Install Agent as a Service (Required if Windows is locked)

Install Sample Client 2.2MB

Current selection requires at least 5.2 MB of disk space.

[ MNext = ] [ Cancel

90

NUM Industry 4.0 solutions User manual MOO0OS9EN-02



MT Connect

4.3 NUM MDTO Adapter and Agent

NUM MDTO Adapter use the NUM communication server FXServer and APServer to gather data

from the NUM CNC.

The Adapter acts as a server for those CNC data via http requests.

NUM MDTO Agent gathers the CNC data from the NUM MDTO Adapter, stores and packages the
CNC data into MTConnect compliant XML format.
The Agent acts as server for the packaged CNC data via http requests.
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44 NUM MDTO Standard Data Items

NUM MDTO provides the MTConnect Client software with following standard data items.
Valid from NUM MDTO version 1.4.17.

General Data ltems

Data Item Data Type Description

PLC State Condition Flexium RTS/ Axium PLC state
Communications Condition Adapter-NC communications state
Availability Event Adapter running state

CNC Data ltems

Data Item Data Type Description

Alarm Condition General CNC alarms
Controller Mode Event CNC mode

Execution Event CNC program state

Tool ID Event Tool Corrector Number (D value)
Tool Asset ID Event Tool Number (T value)
Sub Program Event Full Active Program List
Program Event Main Active Program
Path Feed Rate Sample CNC interpolation speed
Requested Feed Rate Sample Programmed Feed Rate
Feed Rate Override Sample Feed rate override value

Axis/Spindle Data Items

Data Item Data Type Description

Command Position Sample Axes commanded positions
Command Rotary Velocity Sample Commanded Spindle RPM
Measured Rotary Velocity Sample Measured Spindle RPM
Rotary Velocity Override Sample Spindle speed override value
Load Sample Spindle load

Rotary Mode Event Spindle mode
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4.5 NUM MDTO Extended Data Items

NUM MDTO version >=1.4.17.

Provides new extended data items concerned to system information & messages and NUMRoto

process data.

System Information & Messages

Data Item Data Type Description

Project Information Event Flexium PLC project information.

CNC Serialnumber Event Serialnumberofthe NUM CNC device.

CNC Software Version Event Software version of the NUM CNC
device.

Global System Messages Event All System Messages from the NUM
CNC device.

NUMRoto Process Data

Data Item Data Type Description

NUMRoto Process State value Event NUMROoto Tool Grinding process state
value by *xml.

NUMRoto Process Label Event NUMRoto Tool Grinding process text

label by NUMAdp.ini .
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4.6

NUM MDTO Installation

461

4611

46.1.2

46.1.3

NUM MDTO Condition

NUM MDTO is a software for Windows operating systems: Windows XP, 7, 8.1, 10.

Flexium and Flexium* CNC series

NUM MDTO requires the licence FXSW283100 "NUM MDTO MTConnect Data Transfer Objects"
bound to the CNC serial number (Affaire number).
Reference number: FXSW283100.

NUM iPC Panel or BoxPC must provide for MDTO the NUM communication interface FXServer.

Axium Power CNC series

NUM MDTO requires an Activation key bound to the CNC serial number (Affaire number).
NUM supplies the corresponding Activation key to the customer to register the Activation key to the
configuration file NUMAdp.ini section [System] Activation.

Industrial/Office PC must provide for MDTO the NUM communication interface APServer.

APServer requires the Axium Power version >= 204482 R2.

Microsoft .NET Framework installed
Microsoft .NET Framework 4.0 must be installed for MDTO on the PC system.
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4.6.2 Installation NUM MDTO

Run the NUM MDTO Setup.exe to install the NUM MDTO Adapter and Agent.
The Adapter will be installed as SysTray application in the Windows taskbar.

The Agent will be installed as Windows Service NUM MDTO Agent.

5 NUM MDTO Agent

) Setup - NUM MDTO

Select Components
Which components should be installed?

Full installation
Install NUM MDTO Adapter
Install NUM MOTO Agent

... [] Install Agent as a Service (Required if Windows is locked)
Install Sample Client

1. Check on all checkboxes.
2. Press button Next.

% Setup - NUM MDTO

Select Additional Tasks
Which additional tasks should be performed?

1. Check on all checkboxes.
2. Press button Next.
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1.

% Setup - NUM MDTO

Ready to Install
Setup is now ready to begin instaling NUM MDTO on your computer.

Press button Install.

= Setup - NUM MDTO

Information
Please read the following important information before continuing.

&dded n.ew features:

1. Reading xml file from NUMRoto
2. Reading extended error messages
3. Project info reading from the Flexium project.

w1415
- Made the custom PLC vars into proper Messages. Now they update correctly.

vil.4.14:
- fixed an index issue in the PLC variable read list.

Press button Next.

96

NUM Industry 4.0 solutions User manual MOO059EN-02



MT Connect

Completing the NUM MDTO Setup
Wizard

To complete the installation of NUM MDTO, Setup must restart
your computer. Would you like to restart now?

@ Yes, restart the computer now

() Mo, T will restart the computer later

[ <Back | Fimish ]e

1. Select Radio Button "Yes,restart computer now".
2. Press button Finish.

The MDTO installation is completed and the computer will be restarted!

4.6.3 NUM MDTO Installation Location

Adapter location
C:\Programm Files(86)\NUM\NUM MDTO\Adapter
Includes the Configurationfile: NUMAdp.ini.

Agent location
C:\Programm Files(86)\NUM\NUM MDTO\Agent

Includes the Configurationfiles: Agent.cfg and Devices.xmi.
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4.7

NUM MDTO Adapter Configuration

4.71 Configuration file NUMAdp.ini
The configuration file NUMAdp.ini gives the details of some main features from the NUM CNC series and
machine. Therefore the Adapter recognizes how the machine is configured to gather the machine data.
The following configuration table section shows the main features to consider of the NUMAdp.ini
configuration file for individual modification.
The configuration file NUMAdp.ini is segmented in section as below:
Note: The character ";;" is in the NUMAdp.ini file a comment!
[Sy=stem]
[CHC]
[Axes]
[Spindles]
[Cuostom PLC Variables]
[ProcessState]
[NUMRoto XML]
4.7.2 NUM MDTO Activation
4721 Flexium/Flexium* CNC activation
NUM MDTO requires the licence NUM MDTO MTConnect Data Transfer Object bound to the CNC
serial number (Affaire number) : Reference Number FXSW283100.
4722 Axium Power/NUM Power CNC activation
NUM MDTO requires an Activation code bound to the CNC serial number (Affaire number).
NUM supplies the corresponding Activation code to the customer.
The Activation code has to register to the configuration file NUMAdp.ini section [System] Data Item:
Activation.
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4.7.3 Configuration NUMAdp.ini SYSTEM

NUM Adp.ini section SYSTEM

NUM Adp.ini section SYSTEM

MDTO Item Default Value Description
Activation - Axium Power CNC: Entry of the Activation code bound
to the serial number (Affaire) supplied by NUM.
Port 7878 TCP/IP port that the Adapter exchange data over http
protocol. Must match the agent.cfg configurationfile.
Affaire - Serial number (Affaire) of the NUM CNC.
deviceName NUMCNC A unige device name without special characters.
Must match the agent.cfg configurationfile.
generation Flexium Definition of the NUM CNC series type:
Axium or Flexium.
debug false Debug mode for MDTO debugging:
Debug On=true
Debug Off=false = default setting.
dataRefresh 15000 Cyclical update time in [ms] of the data from the device
(CNC).
Smaller values raise up the data refreshement
= e.g.2000[ms] .
connectionRefresh 5000 Time in [ms] between attempts to connect to the device
(CNC).
demoMode false Demo mode acts without connection to the device
(CNC),with fake data from the Adapter. demoMode
On=true
applicationName Application The PLC application name used by the Flexium Tool

project.
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4.7.3.1 Configuration NUMAdp.ini CNC

NUMAdp.ini section CNC

NUM Adp.ini section CNC

MDTO Item Default Value Description

axisgroup 0 Selection of CNC axis channel from 8 axis channel to
read the device (CNC) data.
Axis channel range number = 0-7.

cncNumber 0 Selection of one CNC number from 32 CNC number to
read the device (CNC) data.
Axis channel range number = 0-31.

channel 1 Selection of the quantity of CNC axis channels to read
simultaneous the device (CNC) data.
Actual only 1 channel is suppported.

[ [CHC]
NN
::; axisGroup, wvalus 0-7 i
;7 Define the CHC group to read. H
;s Default walue is 0. i

;; cncHumber: walus, 0-32 ;;

;¢ Define the gng Humber to read. HH
:: Default walue is 0. -
N N
cncHumber=

N N
:: Choose the channel for the adapter to HH
;2 listen to. At the moment, only one channel ;;
;; at a time is supported. Default is 1. HH

- channel=1
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4.7.3.2 Configuration NUMAdp.ini Axes and Spindles
NUMAdp.ini section Axes and Spindles
NUM Adp.ini section Axes and Spindles
MDTO Default Value | Description
Item Axes
xAxis true Setting = true indicates the axis X is valid on this machine.
Setting = false indicates the axis X is not valid on this machine.
yAxis true Setting = true indicates the axis Y is valid on this machine.
Setting = false indicates the axis Y is not valid on this machine.
zAXxis true Setting = true indicates the axis Z is valid on this machine.
Setting = false indicates the axis Z is not valid on this machine.
uAxis true Setting = true indicates the axis U is valid on this machine.
Setting = false indicates the axis U is not valid on this machine.
VvAXxis true Setting = true indicates the axis V is valid on this machine.
Setting = false indicates the axis V is not valid on this machine.
wAXis true Setting = true indicates the axis W is valid on this machine.
Setting = false indicates the axis W is not valid on this machine.
aAxis true Setting = true indicates the axis A is valid on this machine.
Setting = false indicates the axis A is not valid on this machine.
bAxis true Setting = true indicates the axis B is valid on this machine.
Setting = false indicates the axis B is not valid on this machine.
cAxis true Setting = true indicates the axis C is valid on this machine.
Setting = false indicates the axis C is not valid on this machine.
MDTO Default Value | Description
Item Spindles
adr24 true Setting = true indicates the spindle address=24 is valid on this machine.
Setting = false indicates the spindle address=24 is not valid on this machine.
adr25 true Setting = true indicates the spindle address=25 is valid on this machine.
Setting = false indicates the spindle address=25 is not valid on this machine.
adr26 true Setting = true indicates the spindle address=26 is valid on this machine.
Setting = false indicates the spindle address=26 is not valid on this machine.
adr27 true Setting = true indicates the spindle address=27 is valid on this machine.
Setting = false indicates the spindle address=27 is not valid on this machine.
H [Axes]
:: A true indicates that this axis exists on ::
r; the machine. HH
xAxis=true
vExis=true
Zh4xXis=true
uAxis=true
vAxXis=true
whxis=true
alkxis=true
bAxis=true
- chxis=true
H [Spindle=]
:: A true indicates that this spindle address ::
;:; exists on the machine. HE
adrzq=true
adr2Zs=true
adrZé=true
adr2T=true
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4.73.3 Configuration NUMAdp.ini Custom_PLC_Variables

NUMAdp.ini section Custom_PLC_Variables

NUM Adp.ini section Custom_PLC_Variables

MDTO Item

Default Value

Description

customVar1
customVar2
customVar3
customVar4
customVar5

Read symbolic PLC variable from PLC < CNC exchange zone by
syntax as string:
Application.|OCONFIG_GLOBALS.Flexium_NCK.Type.Object

Sample: Get selected CNC mode
Application.|OCONFIG_GLOBALS.Flexium_NCK.RCNC.General.Mode

Read user application symbolic PLC variable by syntax as string:
Application.POUName.Variablename

Sample: Get symbolic variable value from MyVar1
Application.MYPOU.MyVar1

El [Custom PLC Variables]

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

:; Up to 5 custom PLC wariables can be declared.:;
;; Variables must be declared using full name

;@ syntax, ;
;; Application.IOCONFIG GLOBALS.Flexium NCKE.W_ALLCHC.Mode:;
;; or Application.MYPCU.MySymbolicVariable

B

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

customVarl=
customVarz=
customVar3=
customVard=
-customVarS=
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4.73.4 Configuration NUMAdp.ini ProcessState
NUMAdp.ini section ProcessState
NUM Adp.ini section ProcessState
MDTO Item Default Value | Description
ProcessEParam - NUMROTO process state can be gather by a predefined External
E-Parameter type E80xxx. Based on the E80xxx value MDTO provides
the NUMROTO process state as text.
ProcessValue0=0 0 Process state value = 0
ProcessTextENO - No NUMROTO program active = process text language 1
ProcessTextDEO - Kein NUMROTO Programm aktiv = process text language 2
ProcessValue1=1 1 Process state value = 1
ProcessTextEN1 - Grinding NUMROTO manufacturing = process text language 1
ProcessTextDE1 - Schleifen NUMROTO Herstellen = process text language 2
ProcessValue2=2 2 Process state value = 2
ProcessTextEN2 - Grinding NUMROTO resharpening = process text language 1
ProcessTextDE2 - Schleifen NUMROTO Nachscharfen = process text language 2
ProcessValue3=10 | 10 Process state value = 10
ProcessTextEN3 - Tool probing = process text language 1
ProcessTextDE3 - Werkzeug tasten = process text language 2
ProcessValue4=11 11 Process state value = 11
ProcessTextEN4 - Wheel probing = process text language 1
ProcessTextDE4 - Scheibe tasten = process text language 2
ProcessValue5=20 20 Process state value = 20
ProcessTextENS - Wheel dressing = process text language 1
ProcessTextDE5 - Scheibe abrichten = process text language 2
ProcessValue6=21 | 21 Process state value = 21
ProcessTextEN6 - Wheel crushing = process text language 1
ProcessTextDE6 - Scheibe crushieren = process text language 2
ProcessValue7=22 | 22 Process state value = 22
ProcessTextEN7 - Wheel sticking = process text language 1
ProcessTextDE7 - Scheibe aufrauen = process text language 2
ProcessValue8=30 | 30 Process state value = 30
ProcessTextEN8 - Tool loader = process text language 1
ProcessTextDES8 - Werkzeug laden = process text language 2
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[E [ProcessState]

2} These items are for NUMEoto integration. A
;; Process state wvalues must be followsd by .
;: text translations. EN and DE are allowed. HH
NN
ProcessEFaram=EZ0047

ProcessValueO=0

ProcessTextENO=No NUMRCOTC program actiwve
ProcessTextDEO=Kein NUMRCTC Programm aktiv
ProcessValuel=1

ProcessTextENl=Grinding NUMROTC manufacturing
ProcessTextDEl=Jchleifen NUMROTO Herstellen
ProcessValue2=2

ProcessTextENZ=Grinding NUMROTC resharpening
ProcessTextDE2=3chleifen NUMRCTC MNachschdrfen
ProcessValue3=10

ProcessTextEN3=Tool probing
ProcessTextDE3=Nerkzeug Lasten
ProcessValue4=11

ProcessTextEN4=Wheel probing
ProcessTextDE4=3chelbe Lasken
ProcessValuei=20

ProcessTextENS=Wheel dressing
ProcessTextDES=5chelibe abrichten
ProcessValusg=21

ProcessTextEN6=Wheel crushing
ProcessTextDE6=Scheibe crushisren
ProcessValueT=22

ProcessTextENT=Wheel sticking
ProcessTextDET=3cheibe aufrauen
ProcessValue8=30

ProcessTextEN1=Tool loader
-ProcessTextDEl=Nerkzeug laden
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47.3.5 Configuration NUMAdp.ini NUMROTO_ XML

NUMAdp.ini section NUMRoto_XML

NUM Adp.ini section NUMROTO_XML

MDTO Item

Default Value

Description

XMLFilePath

NUMROTO Control creates *.xml files , which contains various production
step information.

These *.xml files are located by a NUMROTO configurable path definition.
The entry XMLFilePath must match with the NUMROTO setting.

DeleteAfterRead true The entry DeleteAfterRead = true setting defines to delete the *.xml file
after gathering the production step information.
The entry DeleteAfterRead = false setting defines to remain the *.xml file
after gathering the production step information
[NUMRoto_ XML]
;7 For NOMRoto XML integration. i:

::; Indicate the path to the XML.

XMLFilePath=C:\\Users\\Public\\Desktop\\NumrotoXML\\
DeletehfterRead=TRUE
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4.7.3.6

Configuration NUMAdp.ini ProcessState version

- Configuration NUMAdp.ini ProcessState from NUM MDTO version 1.5.1
- Extension of the Process state value 40. Requires NUMROTO version 4.1.0

NUM Adp.ini section ProcessState

MDTO Item

Default Value

Description

ProcessEParam

NUMROTO process state can be gather by a predefined External
E-Parameter type E80xxx. Based on the E80xxx value MDTO provides
the NUMROTO process state as text.

ProcessValue0=0 0 Process state value = 0

ProcessTextENO - No NUMROTO program active = process text language 1
ProcessTextDEO - Kein NUMROTO Programm aktiv = process text language 2
ProcessValue1=1 1 Process state value = 1

ProcessTextEN1 - Grinding NUMROTO manufacturing = process text language 1
ProcessTextDE1 - Schleifen NUMROTO Herstellen = process text language 2
ProcessValue2=2 2 Process state value = 2

ProcessTextEN2 - Grinding NUMROTO resharpening = process text language 1
ProcessTextDE2 - Schleifen NUMROTO Nachscharfen = process text language 2
ProcessValue3=10 | 10 Process state value = 10

ProcessTextEN3 - Tool probing = process text language 1

ProcessTextDE3 - Werkzeug tasten = process text language 2
ProcessValue4=11 | 11 Process state value = 11

ProcessTextEN4 - Wheel probing = process text language 1

ProcessTextDE4 - Scheibe tasten = process text language 2
ProcessValue5=20 20 Process state value = 20

ProcessTextEN5S - Wheel dressing = process text language 1

ProcessTextDES - Scheibe abrichten = process text language 2
ProcessValue6=21 | 21 Process state value = 21

ProcessTextEN6 - Wheel crushing = process text language 1

ProcessTextDE6 - Scheibe crushieren = process text language 2
ProcessValue7=22 | 22 Process state value = 22

ProcessTextEN7 - Wheel sticking = process text language 1

ProcessTextDE7 - Scheibe aufrauen = process text language 2
ProcessValue8=30 | 30 Process state value = 30

ProcessTextEN8 - Tool loader = process text language 1

ProcessTextDES8 - Werkzeug laden = process text language 2
ProcessValue8=40 |40 Process state value = 40

ProcessTextEN9

Wheel change = process text language 1

ProcessTextDE9

Schleifscheibe wechseln = process text language 2
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[ [ProcessState]

R R N R R R R RN

;; These items are for NUMRoto integration. HH
22 Process state wvalues must be followed by HH
:: text translations. EN and DE are allowed. I

ProcessEParam=EE0047

ProcessValue0=0

ProcessTextENO=No NUMRCTC program actiwve
ProcessTextDEO=Fgin NUMRCTC Frogramm akbiy
ProcessValuel=1

ProcessTextENl=Grinding NUMERCTO manufacturing
ProcessTextDEl=Schleifen NUMROTC Herstellen
ProcessValues2=2

ProcessTextEN2=Grinding NUMROTC resharpening
ProcessTextDEZ=5chleifen NUMROTC Nachschirfen
ProcessValue3=10

ProcessTextEN3=Tool probing
ProcessTextDE3=Nerkzeug Lasten
ProcessValue4=11

ProcessTextEN4=Wheel probing
ProcessTextDE4=Scheibe Lasten
PrncessValue5=2q

ProcessTextENS=Wheel dres=sing
ProcessTextDES=Sgheibes abrichten
ProcessValusg=21

ProcessTextEN6=Wheel crushing
ProcessTextDE6=5cheibe crushisrsn
ProcessValueT7=22

ProcessTextENT=WNheel sticking
ProcessTextDET=Scheibe aufrauen
ProcessValue8=30

ProcessTextENE=Tool loader
ProcessTextDEE=Herkzeug laden
ProcessValus9=40

ProcessTextENS=Wheel change
-ProcessTextDE9=3chleifscheibe wechseln
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4.7.3.7 Configuration NUMAdp.ini NUMROTO_XML version

- Configuration NUMAdp.ini NUMRoto_XML from NUM MDTO version 1.5.1
- Extension of the Process state value 40. Requires NUMROTO version 4.1.0

NUM Adp.ini section NUMROTO_XML

MDTO Item

Default Value | Description

XMLFilePath

NUMROTO Control creates *.xml files , which contains various production
step information.

These *.xml files are located by a NUMROTO configurable path definition.
The entry XMLFilePath must match with the NUMROTO setting.

DeleteAfterRead

The entry DeleteAfterRead = true setting defines to delete the *.xml file
after gathering the production step information.

The entry DeleteAfterRead = false setting defines to remain the *.xml file
after gathering the production step information

ActRegKey Entry to getthe machine activity E-Parameter E80xxx by Windows Registry.
HKEY_CURRENT_USER\Software\\Numroto\NUMROTOplus\\
EparamMachineActivity

ToolRegKey Entry to get the tool counter E-Parameter E80xxx by Windows Registry.

HKEY_CURRENT_USER\Software\\Numroto\NUMROTOplus\\
EparamToolCount

] [NUMRoto XML]

;; For NUMRoto

::; For NOMRoto XML
:; Indicate the path to the XML

XMLFilePath=C:\Users\Pub
DeletehifterRead=false

integr
; registry path to the machine activity and
; tool count E-Parameter.

ActRegKey=HKEY CURRENT USER\\Software\\Numrote\\NUMRCTCplus\\EparamMachinelctivity
ToolRegKey=HKEY CURRENT USER\\Software\\Numrofa\\NUMRCTOplusi\\EparamToolCount
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47.3.8 Required NUMROTO version

NUM MDTO version >= 1.5.1: Configuration file NUMAdp.ini extension
for the section [ProcessState] to provide additional machine activity
data value: 40= Wheel change Requires NUMROTO version >= 4.1.0.

NUM MDTO version >= 1.5.1: Configuration file NUMAdp.ini
extension for the section [NUMRoto_XML] to get machine activity
E-Parameter E80xxx by Windows registry setting:
ActRegKey=HKEY_CURRENT_USER\Software\\Numroto\\
NUMROTOplus\\EparamMachineActivity Requires NUMROTO
version >=4.1.0.

NUM MDTO version >= 1.5.1: Configuration file NUMAdp.ini
extension for the section [NUMRoto_XML] to get tool counter
E-Parameter E80xxx by Windows registry setting:
ToolRegKey=HKEY_CURRENT_USER\Software\\Numroto\\
NUMROTOplus\\EparamToolCount Requires NUMROTO
version >=4.1.0.
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4.7.3.9

Sample NUMAdp.ini configuration for Flexium CNC series

» Sample configuration NUMAdp.ini

* Flexium CNC

» Serial number/Affaire: 612123

* Linear axes: X-Y-Z

* Rotary axes: B-C

» Spindle: 1 Spindle with address @24

* Read the CNC Mode state

* Read NUMROTO process state

* Read NUMROTO production step by *.xml
+ Delete *.xml

El [Sy=stem]
;: Bectivation code. Contact NUM US4 for HE
;: details. i:

I N

Activation=
;sPort must match the agent.gfg portc H
ssoconfiguration. Usually stays at 787

I N

poxrt=T87E

s+ DeviceName must match the agent.gfg B
;2 Adapters Name. i

L I

deviceName=NUMCHNC

I N

;: Debug mode. true = CON, takes up extra CPU ;;
;2 but gives more activity feedback. B

I N

;; dataRefresh: Time, in milliseconds, between;:

;2 each data update cycle. B
;2 Smaller numbers make more CPU load, but HH
;¢ gather more data. Default = 15000. H

I N

dataRefresh=3000

;2 ConnectionRefresh: Time, in milliseconds, HH
s+ between attempts to connect to the CHC. H
;¢ Default walue is 5000. HH

;¢ demoMode: boolean HH
;¢ True makes the adapter fake data. i
;; Will not connect to CHC. HE

L I

;; Application name: string i
;:; Enter the PLC Application name as it 2
;2 appears in the FXTools project. B

applicationName=Application
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B

K.W ALLCHC.Mode

Application.IOCONFIG GLOBALS.Flexium NC

N

or Application.MYPOU.MySymbolicVariable
NUM Industry 4.0 solutions User manual MOO0OS9EN-02

B

.

B

customVarl=Application.IoConfig Glokals.RCHC.General.Mode

customVara:
customVar3
customVard
-customVars

v

[T T TR [T FT T Y T T T Y [T

[T T T [T e s e o e e I, e e e

" -~ i - i - ™ -

i - i - - s - [T s P

i - - i - v s [T = - [T s o

L [ [ . [ [ . w0 [ = U . COT)

[ a . [ a = [ [ a LR [ oo

i - - i - o s [T | - T s w1 g

. ™ - . LT I =1 . ay CTE] ™ T . o il ¥

. . . . FTE I I CTS 7] . o . CEN S B &}

. - . . - - sn e - - . .,E

PN " N N VI TR oK N RN T] "~ wEa

" " " " FTA TR = T T 1] " e | " - v s

s - s s T E s s s - e T s w0 f

- - - - [T JEIE [T | - [T =1 - -

- - - - o e Lol - L | o

" . " a ] " T O o - By wom g

s L) - 1] s e OEomW e M - s M P )

- L - o "~ - O - "~ - - - m

i i - (TSI | s [T} [T [T | - [T s womod

" ] '™ o " [ B = T [ N o i =

o o o [w] o TR o P o P o ol T

e [x] " " Ix] " " oo [ " [E] " = 0w

i B - 0l s oMo T e s - i [T =

e e e 00 M e CTw B = B TR T ] e CTS S I T ” M M

LEN e o' - e | s LESL I I E I e M - e MO e T

[T = T [E=T= B - B H e [T = - LT =S B T

CT T I == BT . m (=TS T [= TS P s FTE I BT — I o

[ o a ow T [ L FR P e [ a [ [ TS m o L

EOR I I & I TR ol m e L ST = R WA LT ] w L T A [T ]

LI | s 5] s o o Cr 1] . B [ BTSN =TI 5

o] B " = ' o m T ] " T ‘m '

CE A=A TR ] TS CI S I | CI ] a e MU = H B

LTS IR = BT = [ TS [ S ] CT S TS CTR =] T ]

- s s -l e - e ew LIS I TRRETS LTS IS N Moo

ETSEY TH AT wown U@ e ET T - [T o« B I T - o mog D

R oMo o (== "IN oE e e wof ol e o

woOop I = BT TR WO e B P [ = I [T TR T o O s [T TR T [ D nd

w0 JEIN F 0 B || e o i [EICTSN VIR T T R I R I T TR ol momom w o .

[ I TR :mel:r:ent:l O T R I B e B M= - . BT TR R = B R

g g o g o Bod o o mo o = I = ST T I L I A T A | o'W

[T I I~ BTV = BT - T I I LS = I E I T | [T ¥ TS R R R O N S~ B I ¥ I BT s N N B o oo B

s HOMH s e D e w0 R T | | = T O (O | Q = H o
LT . . T L T = S TR 1R [N BE I E m Mo ESTRETANN VI I I T TR T = R Woewomonowo- R
Lo w08 e | US 3 e m e e L e s B s s s B B B e B = T U T B R I W oo =0
m i [Tl . - eom s - 0 M M MM oo

LT T T T TS T T m [T TS 'S .m T T TS [T, T T T T [ T T
T T TR TR ] FT S T LTSS s L T T TS j=T ] [ K} bd 5w ww e mMom omom L TR T N T T

] = 1 [

112



MT Connect

E [ProcessState]

;2 These items are for NUMRoto integration. HH
;s Process state wvalues muast be followed by HH
;s text translations. EN and DE are allowed. H-

FrocessEParam=E30047

ProcessValue(=0

ProcessTextENO=No NUMRCTC program actiwve
ProcessTextDECO=Egin NUMRCTC Programm aktiv
ProcessValuel=1

ProcessTextENl=Grinding NUMROTC manufacturing
ProcessTextDEl=Jchleifen NUMROTC Hexrstellen
ProcessValue2=2

ProcessTextENZ=GCrinding NUMRCT(C resharpening
ProcessTextDEZ=Jchleifen NUMROTC Nachschirfen
FrocessValue3=10

ProcessTextEN3=Tool proking
ProcessTextDE3=Nexkzeug Lasken
ProcessValuesd=11

ProcessTextEN4=Wheel proking
ProcessTextDE4=Jcheibhe Laskten
ProcessValueS=20

ProcessTextENS=Wheel dressing
ProcessTextDES=3cheibs ahrichten
ProcessValuesg=21

ProcessTextENE6=Wheel crushing
ProcessTextDEe=Scheibe grushieren
ProcessValueT=22

ProcessTextENT=Wheel sticking
ProcessTextDET=5cheibhe aufrausn
FrocessValued=30

ProcessTextEN1=Tool loader
-ProcessTextDEl=Nerkzeug laden

B [NUMRoto XML]

;: For NOMRoto XML integration. HH
;¢ Indicate the path to the XML. HH
XMLFilePath=C:\\Users\\Public\\Desktop\\XML\\
DeleteAfterRead=TRUE

NUM Industry 4.0 solutions User manual MOOO59EN-02 113



4.8 NUM MDTO Agent Configuration
4.81 Agent.cfg configuration
Location: C:\Program Files\NUM MDTO\Agent\agent.cfg
The configuration file Agent.cfg defines a network environment and informs the Agent where the
NUM MDTO Adapter connection is located by the definition of the PC hardware IP address.
Agent.cfg parameter settings:
bevices = Devices.xml
Port = 5000
Adapters {
NUM MDTO {
Device = NUMCHC
Host = 127.0.0.1
Port = T87TE
Device = NUMCNC
Device must match with the with entry <Device name="NUMCNC"....> of the XML file Devices.xml
<Devices>
|<Device name="NUMCNC" uuid="gngcid" id="num001">
Host:127.0.0.1
IP address from the PC hardware where the Adapter is executed in the network structure.
Common setting: localhost 127.0.0.1 Adapter and Agent on the same PC.
Port: 7878
Common and predefined port number 7878 for the http protocol over TCP transport layer
between Adapter <=> Agent .
1| <MTConnectDevices>
2 <Header>»</Heaader>
3 <Devices>
4 <Device>
] <Axes>
& <Rotary>...</Rotary>
T < /Axes>
B <Device>
9 </Devices>
10 | «<MTConnectDevices>
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4.8.2

Devices.xml configuration

Location: C:\Program Files\NUM MDTO\Agent\Devices.xml

The content of the MTConnect XML document Devices.xml specifies in the MTConnect stan-
dard, the encoding of Dataltems in the XML schema.

The machine - CNC data served by the Adapter should match the Adapter data output to a
Agent Dataltem tag in the Devices.xml.

Common data flow:

The Adapter gather the machine - CNC data and serves the Adapter output data over http to the
Agent. The Agent reads the XML document Devices.xml to understand what data are transfered
from the Adapter.

The Agent provides the Devices.xml to the MTConnect compliant client application (ERP, OOE,
Dashboards etc.) to understand what Dataltems are provided from the Agent.

The MTConnect compliant Client requests data from the MTConnect Agent, which acts as Server.
The Agent responds with the requested data and parses the data.

Adapter —>» Agent

et | Ggane

Devices.xml contains description of a complete device:

Adapter —>»| Agent

agent.cfg
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Header Protocol related information.

Components The building blocks of the device.

Dataltems The description of the data available from the device.

Samples A point-in-time measurement of a data item that is continuously changing.
Events Discrete changes in state that can have no intermediate value.

They indicate the state of a specific attribute of a component.

Condition A piece of information the device provides as an indicator of its health and
ability to function.

A condition can be one of Normal, Warning, Fault, or Unavailable.
A single condition type can have multiple Faults or Warnings at any given

time. This behavioris different from Events and Samples where a dataitem
MUST only have a single value at a given time.
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4.8.3 Structure NUM CNC Devices.xml

To give an overview, the Devices.xml is structured in the following parts:

¢ Messages
<Devices>
«<Device name="NUMCNC" uuid="gngid" id="num001">
<Description model="Model" manufactur "QOEM">Machine Description</Description>
<Dataltems>
«Datalcem type="AVATLABILITY" category="EVENT id0D2" name="avail" />
<Dataltem adapterState" AVATLABILITY"/>
<Dataltem dev_asset chg" type="AS ET_CEANGED"/>
«Datalcem dev_asset_rem" type="ASSET_REMOVED"/>
<Dataltem projectVersion" name="prjVersion" />
<Dataltem projectTitle" name="prijTitle" />
«Datalcem projectDescript" name="prjDesc" />
<Dataltem projectAunthor" name: riAuthor" />
<Dataltem projectCompany"” nam "priCompany" />
«Dataltem project” name="prij" />
<Dataltem affaire" name="affaireNo" />
<Dataltem software" name="swVersion" />
<Dataltem CneNumber" name="ActiveAlarmCncNumber" />
<Dataltem numberOfError" name="ActiveAlarmnumberOfError" />
<Dataltem ErrorTyp0" name="ActiveAlarmErrorTyp0" />
<Dataltem ErrorIndex0" name="ActiveAlarmErrorIndex0" />
<Dataltem ErrorNumber0" name="ActiveAlarmErrorNumberD" />
<Dataltem ErrorLine0" name="ActiveAlarmErrorLine0O" />
«<Dataltem ErrorMessage0" nam ActiveAlarmErrorMessage0" />
<Dataltem ErrorAdditionald" name="ActiveAlarmErrorAdditionald" />
<Dataltem type="MESSAGE" id="ErrorTypl" name="ActiveAlarmErrorTypl" />
e Axes
<Components>
<hxes name="axes" id="id005">
<Components:>
<Linear name="X" id="axX">
<Dataltems>
<Dataltem type="POSITION" catego AMPLE" id="posX" name="xComd" unitcs="MILLIMETER"
</Dataltems>
</Linear>
<Linear name="Y" id="axY¥">
<Dataltems>
<Dataltem type="POSITION" categor SAMPLE" id="posY" name="yComd" subTIype="COMMANDED" units="MILLIMETER"
</Dataltems>
</Linear>
<Linear name="Z" id="axZ">
<Dataltems>
<Dataltem type="POSITION" categor SAMPLE" id="posZ" name="zComd" subTvype="COMMANDED" units="MILLIMETER"
«</Dataltems>
</Linear>
<Linear name="U" id="axU">
<Dataltems>
¢ Spindle
<Rotary name="S1" nativeName="@24" id="sp24">
<Dataltems>
<Dataltem type="ROTARY VELOCITY" catego SAMPLE" id="sp24RPM" name="sp24RPM" units="REVOLUTION/MINUTE" =
<Dataltem type="ROTARY VELOCITY" categ SAMPLE" id="sp24Req" name="sp24Req" units="REVOLUTION/MINUTE" s
<Dataltem type="ROTARY VELOCITY OVERRIDE" categor "EVENT" id="sp240VR" name="sp240VR" units="PERCENT" />
<Dataltem type="ROTARY MODE" category="EVENT" id="sp24Mode" name="sp24Mode">
<Constraints>
<Value>SPINDLE</Valus>
</Constraints>
</Dataltem>
<Dataltem type="LOAD" category="SAMPLE" id="sp24Load" name="sp24Load" units="PERCENT" />
</Dataltems>
</Rotary>
<Rotary name="S52" nativeName="@25" id="sp25">
<Dataltems>
<Dataltem type="ROTARY VELOCITY" catego. SAMPLE" id="sp25RPM" nams="sp25RPM" units="REVOLUTION/MINUTE" =
<DataTtem type="ROTARY VELOCITY" categ SAMPLE" id="sp25Req" name="sp25Req" units="REVOLUTION/MINUTE" =i
<Dataltem t.';pe=”RO'I'ARY_V'ELOCITY OVERRIDE" categor "EVENT" id="sp250VR" name="sp250VR" units="PERCENT" />
<Dataltem type="ROTARY MODE" catego "EVENT" id="sp25Mode" name="sp25Mode">
<Constraints>
e NCK

<Controller name="NCK"
<Dataltems>
<Dataltem i

systemAlarm" name:
<Dataltem type="COMMUNICATIONS"
<Dataltem category

id="id050">

SYSTEM!

"sysAlarm catego '"CONDITION" />
catego id="comD1l" name="commState"
"CONDITION" id="ple0l1" name="plcState" type="LOGIC PROGRAM" />

/>

</Dataltems>
<Components>
<Path id="pih" name="path":>
<Dataltems:

<Dataltem type="CONTROLLER MODE" catsgory="EVENT" id="id051" name="mode" F=
<Dataltem e="EXECUTION" category="EVENT" id="id052" name="exec" />
<Dataltem PROGRAM" category id="id053" 'program" />
<Dataltem PATH FEEDRATE" catego SAMPLE" id="id003" name="pathFeed" uni
<Dataltem e="FEEDRATE OVERRIDE" catego '"SAMPLE" id="id069" name="feedOVR"
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4.8.4 Customization NUM CNC Devices.xml

To provide the possibility to modify some parts from the standard Devices.xml file for customized
settings.

¢ Line part: <Device name="NUMCNC" uuid="cncid" id="num001">
Modify value: name=
Consider name=: Must match with the NUMAdp.ini entry deviceName=

Modify value: uuid=
Consider uuid: According to choice.

¢ Line part: <Description model="Model" manufacturer="OEM">Machine Description</
Description>

Modify value: model=
Consider model=: According to choice.

Modify value: manufacturer=
Consider manufacturer=: According to choice.

Modify value: description=
Consider description=: According to choice.

This data is for display purposes.
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e Line part: Line part: <Axes name="axes" id="id005">
<Linear name=".." id="..."> and <Rotary name=".." id="..">

The Devices.xml part Linear name and Rotary name contains by default the dataitems for all
linear and rotary axes.

This part must be modified corresponding the physical available axes defined in the configuration
file NUMAdp.ini.

Not used axis should delete the entire section <Linear name=".."id="..">to </Linear> and <Rotary
name=".."id="..">to </Rotary>.

See here under the note.

<Components>

<Axes name="axes" id="id005">

<Components>
<Linear name=".." id="..">
<Dataltems>

<Dataltem type="POSITION" category="SAMPLE" id="posX" name="xComd" subType="COMMANDED"
units="MILLIMETER" nativeUnits="MILLIMETER" coordinateSystem="MACHINE" />
</Dataltems>
</Linear>

<Rotary name=".." id="..">
<Dataltems>
<Dataltem type="POSITION" category="SAMPLE" id="posB" name="bComd" subType="COMMANDED"

units="DEGREE" nativeUnits="DEGREE" coordinateSystem="MACHINE" />

</Dataltems>

</Rotary>
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4.9 NUM MDTO Diagnostic

4.91 NUM MDTO Adapter Diagnostic

The NUM MDTO Adapter provide a diagnostic tool by the Adapter SysTray application.
It monitors the communication between the device NUM CNC <=> Adapter.

» Right mouse click on the MDTO Adapter SysTray icon in the Windows taskbar.

» Select in the context menu Diagnostics to open the diagnostic tool.

Diagnostics
Exit N
26 0%

=" -

+ The NUM MDTO Adapter Diagnostic tool is divided in the Data Activity window and Setting window.

Settings
valid axes in NC do not match INI file. Device Name NUMCNC
Main Program string: %670 - Inch-Metric Switch
FX Server Initialized.

MDTO is connected and licensed.

Program Execution state: READY

Mode: MANUAL_DATA_INPUT CNC Affaire Number | 295090
Tool corrector number 0 active.

[AP/FX Server Group Manager Error. Attempting to CNC Type
reconnect.

[AP/FX Server Group Manager Error. Attempting to

reconnect. CNC Channel 1
|Attempting to connect to AP/FX Server.

[AP/FX Server Group Manager Error. Attempting to Part Program Name

| reconnect

|Attempting to connect to AP/FX Server. o

IAP/FX Server Group Manager Error. Attempting to Activation Code

reconnect.

|Attempting to connect to AP/FX Server.

FX Server Initialized.

MDTO is connected and licensed.

Mode: MANUAL_DATA_INPUT NUMMDTO v1.4.17
Sub Program string: %670 L1

Tool corrector number 0 active. MTConnectv13

valid axes in NC do not match INI file.

Main Program string: %670 - Inch-Metric Switch Last Modified 07/10/2018

BroadcastPort 7878

Flexium+

_"'Q_ NUM MDTO - MTConnect Data Transfer Object Adapter

Settings
Device Name NUMCNC

|Attempting to connect to APFX Server.

X Server Inftialized. Broadcast Port 7678

s. Eror cause: Incorrect Affaire Activation

number. or option bit INI Affaire: 295090: CNC Affaire: GNC Affaire Number | 295090

UNAVAILABLE

Sub Program string; %670 L1 CNC Type "

Program Execution state: FEED_HOLD HE Elexmmy

Mode: MANUAL_DATA_INPUT

Tool corrector number 0 active. CNC Channel 1

Main Program string: %670 - Inch-Metric Switch

FX Server Initialized. Part Program Name

MDTO is connecled and licensed.
Program Execution state: READY

Mode: MANUAL_DATA_INPUT Activation Code
Tool corrector number 0 active.

NUMMDTO v1417

MTConnectvi3

Last Medified 07/10/2018
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MT Connect

» Data Activity Window:
This window area shows the communication state between Machine/NUM CNC <=> Adapter.

Item1: Shows the communication build-up state by the NUM FXServer (Flexium) or APServer
(Axium) to the NUM MDTO Adapter.

Item2: Shows the NUM MDTO Adapter connection and licence state.

Item3: Shows from the NUM CNC gathered data e.g. CNC mode, tool correction number, etc.

The valid axis configuration in the CNC doesn't corresponds with the
NUMAdp.ini settings => "Valid axes in NC do not not match INI file".

» Settings window:
This window area shows static information between the NUM CNC <=> NUM MDTO Adapter.
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4.9.2

NUM MDTO Agent Diagnostic

The Agent diagnostic can be performed by a Webbrowser. The Webbrowser applies as MTConnect

compliant client and the Agent acts as HTTP Server.

The Webbrowser as MTConnect client can request from the Agent (Server) by HTTP commands and

Agent response the requested data.

¢ HTTP command: http://127.0.0.1:5000/probe

MTConnect client " Webbrowser" request for device's descreptive information from the Agent by
the http command and the probe command will return the Devices.xml contents to parse which

Dataltems are available from the device NUM CNC.
Sample:

Open a Webbrowser and type in the Agent URL http://127.0.0.1:5000/probe => MDTO Adapter

and Agent are at the same PC.

@ hittp://127.00.1:5000/probe L~ c|@17001

<?xml version="1.0" enceding="UTF-8"?=

xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance" xmins="urn:mtconnect.org:MTConnectDevices:1.3"
xmins:m="urn:mtconnect.org:MTConnectDevices:1.3">
<Header buffersize="131072" assetCount="0" assetBufferSize="1024" version="1.3.0.14" instanceld="1551429940"
sender="NUMPC" creationTime="2019-03-01T13:56:117"/>
- <Devices>
- <Device uuid="cncid" name="NUMCNC" id="num001">
<Description model="Model" manufacturer="0OEM">Machine Description</Description>
- <Dataltems>
<Dataltem name="avail" id="id002" type="AVATLABILITY" category="EVENT"/>
<Dataltem id="adapterState" type="AVAILABILITY" category="EVENT'"/>
<Dataltem id="dev_asset_chg" type="ASSET_CHANGED" category="EVENT"/>
<Dataltem id="dev_asset_rem" type="ASSET_REMOVED" category="EVENT"/>
<Dataltem name="prjVersion" id="projectVersion" type="MESSAGE" category="EVENT"/>
<Dataltem name="prjTitle ojectTitle" type="MESSAGE" category="EVENT"/>
<Dataltem nam ojectDescript” type="MESSAGE" category="EVENT"/>
<Dataltem nam ="projectAuthor" type="MESSAGE" category="EVENT"/>
<Dataltem name="prjCompany” id="projectCompany" type="MESSAGE" category="EVENT"/>
<Dataltem name="prj" id="project” type="MESSAGE" category="EVENT"/>
ffaireNo" id="affaire" type="MESSAGE" category="EVENT"/>
wVersion" id="software” type="MESSAGE" category="EVENT"/>
ctiveAlarmC " id= " type="MESSAGE" category="EVENT"/>
<Dataltem name="ActiveAlar OfError" "
<Dataltem name="ActiveAlarmErrorTyp0" id rrorTyp0" type="MESSAGE" category="EVENT"/>
«<Dataltem name="ActiveAlarmErrorIndex0" id="ErrorIndex0" type="MESSAGE" category="EVENT"/>

<Dataltem name=
<Dataltem nam
<Dataltem nam

- <MTConnectDevices xsi:schemalocation="urn:mtconnect.org:MTConnectDevices:1.3 /schemas/MTConnectDevices_1.3.xsd"

berOfError" type="MESSAGE" category="EVENT"/>

e HTTP command: http://127.0.0.1:5000/current

MTConnect client " Webbrowser" request for the actual Dataltems values from the machine/NUM

CNC.
Parameter for the current request: Refer the table below.

Timestamp Based on the Universal Time Coordinated UTC format.

Type The type of Dataltem being measured => Example: Postion, Rotary Velocity.

SubType A sub-categorization of the Dataltem type => Example: subType of Position
is Actual.

name Name of the Dataltem.

id Unique identifier for this Dateltem.

Sequence Sequence number that was assigned at the time the data was collected.

Value Dataltem.

If all Value fields are marked "UNAVAILABLE" then the Agent is

not communicating with NUM MDTO Adapter or the Adapter is not

communicating with the NUM CNC over FXServer/APServer.
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* If some Value fileds are marked "UNAVAILABLE" then this Dataltem in not available for e.g. rotary
axis not available.

» The Dataltems AssetChanged and AssedRemoved Value field are always marked
"UNAVAILABLE".

 If all Dataltems are not populated, try pressing key F5 to refresh the data on the Webbrowser
page.

Example
Open a Webbrowser and type in the Agent URL http://127.0.0.1:5000/current => MDTO Adapter and
Agent are at the same PC.

@ nhitp://127.0.0.1:5000/ current (& MTConnect Device Streams

creationTime: 2019-03-01T14:01:007 ~
sender: NUMPC

instanceld: 1551429940

version: 1.3.0.14

bufferSize: 131072

nextSequence: 964

firstSequence: 1

lastSequence: 963

Device: NUMCNC; UUID: cncid

Rotary : A
Samples

Timestamp Type Sub Type |Name| Id |Sequence Value
2019-03-01T08:45:40.6104417 | Position | COMMANDED | aComd | posA | 65 UNAVAILABLE
Rotary : B

@ hitp://127.0.01:5000/current (& MTConnect Device Streams
Events ~
o Sub

Timestamp Type Trme Name Id Sequence Value
2019-03-
01T13:48:38.57516197 Message CustomVar01 CustVar01 471 0
2019-03-
01T13:45:42.63609887 Message CustomVar02 CustVar02 355 UNAVAILABLE
2019-03-
01T13:45:42.63609887 Message CustomVar03 CustVar03 356 UNAVAILABLE
2019-03-
01T13:45:42.63609887 Message CustomVar04 CustVar04 357 UNAVAILABLE
2019-03-
01T13:45:42.63609887 Message CustomVar05 CustVar0s 338 UNAVAILABLE
2019-03- SCHLEIFEN
01T13:59:27.22226247 Program x:SUB |NRProcStateDE NRProcessStateDE (874 mglh{dg%‘[?m
2019-03- GRINDING
01T13:50:27.22226247 Program x:SUB | NRProcStateEN NRProcessStateEN (873 nNAzESSJSTUR]NG
ég'}?éc:)igi:44_39819962 Program x:SUB | programComment [comment 410
2019-03- .
01T13:48:38.57516197 | ControllerMode mode ido51 470 AUTOMATIC
2019-03- . .
01T13:50:56.7090627z | EXecution exec 1d052 481 ACTIVE
201903 Program program id053 409 %200 v

0(1T13:45 :44.39819967
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Generic view by a MTConnect sample client with connection to the Agent URL http://127.0.0.1:5000/
current => MDTO Adapter and Agent are at the same PC = localhost.

i /1: Stirn-Freiflaeche 1

num&e Prod
rowmss  fy
Pos. OP Delta ! Spindle:1 M3 M8 M40 M48 M62 M&6 [Freg
7 S 1000 rpm ~ 82% current : 289 rpm /
X1 15.43 = MTCnnnectSampleM
Agent Address: localhost5000 M
Y1 53.01|| Agent Structure
ErmrorAdditional3 (Active « 800 —— xComd
ErmrorTyp4 (ActiveAlarm o0 yComd
e - Errorindex4 (ActiveAlar — zComd
z1 273.16 ErrorNumberd (ActiveA . T Bomd
I ErmrorLine4 (ActiveAlarn |ll 1 H,ﬂl\ﬂ
- ErrorMessage4 (Active 200
B1 74.57) ErrorAdditional (Active R (ﬂlru I
- NREvent (NREvent) 7 27 407 o7 807
c1 338.5 NRCncNo (NRCncNo) —
NRTotalNoOfTools (NF
.NRDate (NRDate) Record data to 'C:\mic_data.csv'
%200 NRTime (NRTime) E I
NRTotalGrindingTime ( - name type value
33 N3085G997 Bl . mode CONTROLLER_MODE ~ AUTOMATIC
34 G79N3050 prog PROGRAM %200
14 N3050G999 value | Fi4 feedOVR FEEDRATE_OVERRIDE 0
15 N3051L138=L136+1G77]| | category EVENT CustomVard]  MESSAGE 0
291 Y=52.847X=15.502z=273|| | id NRJobName NRProcStateEN PROGRAM GRINDING NUMROTO M
16 G79L135<1N3099 III,'aI'IIB g:{;t;l::ame NRJobName PARTID Fl14
pe
@ Fl o~ @ F2 ‘ i
& 4 n
| Hep | Fucton O
— —_—
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410 Common NUM MDTO Network Configuration

Generic common NUM MDTO configuration examples with Flexium CNC series.
e Example 1

NUM MDTO component Adapter and Agent are installed at the same PC hardware where the
MTConnect client is also installed:

Monitoring Software

"""" NUM MDTO
MTConnect Adam ]
Client 5 [adaper] il I

IP address: 192.168.0.10
FXServer
NUM MDTO Adapter + Agent

http://127.0.0.1: 5000/probe
http:/127.0.0.1: 5000/current AAESESEREE. o

—— — - ———-
MTConnect Layer
(runs over http)

IP address:
192.168.0.12

NUM CNC

e Example 2
NUM MDTO component Adapter and Agent are installed at the NUM iPC Panel.
The MTConnect client is installed at a different PC hardware:

Monitoring Software

IP address: 192.168.0.10 O [ —

http://192.168.0.12: 5000/probe Client

http://192.168.0.12: 5000/current

MTConnect Layer
(runs over http)

NUM MDTO

i | Adapter :

IP address:
192.168.0.12

NUM MDTO Adapter + Agent
FXServer

NUM CNC
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4101

Windows Firewall

In case, the MTConnect client can't access to the NUM MDTO component Agent, which is located at
adifferent PC hardware (e.g. NUMiPC Panel), by http protocol over TCP transport layer the Windows
Firewall could prevent the access over the port 5000.

A possible reason could be to enable the port 5000 in the Inbound Rules of the Windows Firewall.

http http
over port over port

7878 5000 MEonnect’
Agent Client

| FXServer
AP Server

» Adapter

Y

L
A Devices.xml

NUM CNC T e
NUMAdp.ini Physical

Device
Description

A

MTConnect
Device
Model

> Windows Firewall with Advanced Security = =
File Action View Help

=5 aE = 8E

@ Windows Firewall with Advancq Protocol and Ports

3 Inbound Rules Nal| Speciy the protocols and ports to which this rule applies. -

Outbound Rules

2 Connection Security Rules Steps:

» B, Menitoring o Fule Type Doss this ruls apply to TCP or UDP? 4

@ Protocol and Ports @® TCP ’
@ Action ) UDP »
@ Profie 4
@ Name

Does this rule apply to all local ports or specific local ports?

) All local ports
@ Specific local ports: 5000
Example: 80, 443, 5000-5010

<Back |[ Net> || Cancel

erver Public  Ves How
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OPC UA Server

5 OPC UA Server

The standard installation of Flexium RTS / Flexium RTS x64 includes an OPC UA server. Then you
can access the variable interface of the controller via a client..

At the same time, communication can be protected by means of encryption.

The CODESYS OPC UA server supports the following features:

Browsing of data types and variables

Standard read/write services

Notification for value changes: subscription and monitored item services

Encrypted communication according to “OPC UA standard (profile: Basic256SHA256)"
Imaging of the IEC application according to “OPC UA Information Model for IEC 61131-3"
Supported profile: Micro Embedded Device Server Profile

By default, there is no restriction in the number of sessions, monitored items, and subscriptions.
The number depends on the performance of the respective platform.

Events are sent according to the OPC UA standard.

51 Creating a project for OPC UA access

0 N O o b WODN -

. Create a new project with a Flexium RTS / Flexium RTS x64 controller.

. Declare some variables of different types in the PLC_PRG program.

. Add a Symbol configuration object below the application.

. Activate the option Support OPC UA Features in the dialog Add symbol configuration.

. Open the symbol configuration in the editor.

. Click Build : The variables are displayed in a tree structure.

. Activate the variables that you want to change with an OPC UA client. Specify the access rights.
. Download the project to the controller.
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5.2 Creating a certificate for the Flexium OPC UA server
In order to encrypt data and exchange it with the client safely, the server needs a certificate that the
client must classify as trusted when a connection is established for the first time.
Requirement: The active path to the controller is set.
1. Install the Security Agent add-on.
2. Click View Security-Screen.
3. Select the Devices tab.
4. Select the controller in the left view.
All services of the controller that require a certificate are displayed in the right view.
5. Select the service CmpOPCUAServer.
6. Create a new certificate for the device. Click the icon _’Ef
The Certificate Settings dialog opens
7. Define the certificate parameters and click OK to close the dialog.
The certificate is created on the controller.
§ Security Screen X
User Information J Information Issued for Issued by
) = [ pevice b% 5] cmpOPCUAServer OPCUAServer@... OPCUAServer@..
Project |E Own Certificates
Devices R Trusted Certificates
& Unstrusted Certificates
& Quarantined Certificates
8. Restart the runtime system.
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5.3 Setting up an encrypted connection with the “UaExpert” client

The OPC UA client “UaExpert”is freely accessible software that you can download from the Internet.
Using this client, you can connect to the CODESYS OPC UA server.

The following description refers to this program. Other OPC UA clients work in the same way.

Start the “UaExpert” program.
Click Server » Add. The Add server dialog opens.
Expand Local » OPCUAServer@... in the tree view.

Select the connection type Basic256Sha256 - Sign & Encrypt (uatcp-uasc-uabinary) and click
OK to close the dialog. .. figure:: PNG72_cds_img_uaexpert_1.png alt:

e bdh =

Click Server » Connect. The Cettificate Validation dialog opens with an error message.
Activate the option Accept the server certificate temporarily for this session and click Continue.
In Flexium Tools, click the symbol. The view is refreshed.

Select the certificate folder Quarantined Certificates.
The client certificate UaExpert@... is displayed in the right view.

© N oo

6 Security Screen X

| User Information 3 || Information  Issued for Issued by Walid from
= [ pevice ke UsExpert@... UsExpert@.. 12.07.2017 10:0
Project

F¥ own Certificates

EF Trusted Certificates
B¥ Unstrusted Certificates
|E Quarantined Certificates

Devices

9. Drag the certificate to the certificate folder Trusted Certificates.
Now the client certificate is classified by the server as trusted.

10. Click Server » Connect in the UaExpert client.
The Certificate Validation dialog opens with an error message.

11. Activate the option Accept the server certificate temporarily for this session and click Continue.
The connection is established and objects are displayed in the Address Space view.
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5.4

User management in OPC UA

The Flexium OPC UA server supports the Flexium Tools user management. You set the access rights
on the server from the Access rights tab on the controller.

To do this, select the object RuntimeSystemObjects » RemoteConnections » OPCUAServer.

Access rights can be checked at both the service and objects levels. This means that a variable
cannot be written by a user, although this user is generally allowed to write to the OPC UA server.

OPC UA service Access rights
AttributeRead View
AttributeRead Change
CreateMonitoredItem View
ModifyMonitoredltem View
SetMonitoringMode View
DeleteMonitoredltem View
CloseSession View
CreateSubscription View
ModifySubscription View
SetPublishingMode View
DeleteSubscriptions View
Publish View
Republish View
Browse View
BrowseNext View
TranslateBrowsePathsToNodelds | View
RegisterNodes View
UnregisterNodes View

See also Handling User Management on the Controller and Tab ‘Access Rights’.
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5.5 Changing variables via the OPC UA client

1. Expand the object Objects » DeviceSet » CODESYS OPC UA » Application » Global Vars
» GVL in the “UaExpert” client of the view Address Space.
The variables of the global variable list are visible.

2. Select the variables and drag them to the Data Access View.
The variables and their current values are shown.

4 J CODESYS Control Win V3
4 & Resources
4§ Application
“ DeviceManual
# DeviceRevision
&% GlobalVars
# HardwareRevision
@ Manufacturer
* Model
4 J Programs
4 % PLC_PRG
> @@ iCounter
> @ Value

Address Space X | Data Access View ‘

2 [NU Highlight M Server MNode Id tisplay Nam Value Datatype iource Tix

I3 Root -1 OPCUAServer@... N54|String|lva.. iCounter 3258 Intlg 15:24:31.9)

P Objects 2 OPCUAServer@... N54|String|lva... iValue 0 Intl6 15:23:22 6
4 % DeviceSet

m

3. Change the variable values by double-clicking the Value field.
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5.6

Creating events in the Flexium project

The OPC UA server provides the capability of sending standard OPC UA events.

1.
2.
3.

Create a new project with a Flexium RTS / Flexium RTS x64 Control Win V3 controller.
Add an Alarm configuration object below the application.

Add an Alarm class object below the Alarm configuration. Specify a name, for example Event
The new alarm group opens in the editor.

Select the acknowledgement method REP.

5. Add an Alarm group object below the Alarm configuration.

7.
8.
9.

Specify a name, for example ApplicationEvent.

Change the following parameters.
» Monitoring type: Event

+ Class: Event

* Message: “Message 1”.

Add an Visualization object below the Application.
Add a Symbol configuration object below the application.
In the Program (for example, POU PLC PRG), add a program call for triggering the event alarm.

AlarmManager.AlarmGlobals.g_AlarmHandler.RaiseEvent(Alm_AlarmConfiguration_Alarmgroup_IDs.ID_ApplicationEvent,
Alm_ApplicationEvent_Alarm_I|Ds.ID_0);

10. Add the library CmpOPCUAProviderAlarmConfiguration to the library manager.

When the library is added, it connects automatically as a client to the alarm configuration and
sends the events to the OPC UA server.

11. Send the project to the controller and start it.

See also Object ‘Alarm group’ and Calling event alarms in the program.
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5.7 Monitoring of events with the OPC UA client “UaExpert”

Start the “UaExpert” program.
Click Server » Add. The Add server dialog opens.

Expand Local » OPCUAServer@... in the tree view.

Select the connection type None and click OK to close the dialog.
Click Server » Connect. An object tree is shown in the Address Space view.

Click Documents » Add. The Add documents dialog opens.
Select the “Document Type” Event View. The Event View tab opens.
Expand the object Objects » DeviceSet » Flexium RTS in the Address Space view.

Select the object Flexium RTS Control Win V3 in Address Space and drag it to the Event view.
The events are displayed.

© ® No gk~ 0 D=

iAddress Space B X | | Data Access View Event View | |
< INn Highiight - Configuration
) Root
4 [ Objects Server/Object
4 S5 DeviceSet [ OPCUAServer@MPC - Mone - Mone (uatcp-uasc-uabinary) / Application
4 % CODESYS Control Win V3
a [[5, Application

¥ DeviceManual
@ DeviceRevision
I & GlobalVars

Events Alarms Event Histor
# HardwareRevision X

¥ Manufacturer = GG]
0_ Model A C Time Severity  Server/Object SourceMame Message Ewi
b & Programs 07:55:49.532 OPCUAServer@... Application Message 1 Ba
@ RevisionCounter 07:55:49.552 OPCUAServer@... Application Message 1 Ba
@ SerialNumber 07:55:49.572 OPCUAServer@... Application Message 1 Ba
# SoftwareRevision
& Tt oot |
b8 Pecoir
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OPC DA

Overview on OPC DA

OPC' is a standardized interface for access on process data. It is based on the Microsoft
standard COM/DCOM? and enlarged due to the requirements of data access in automation, where
the interface is mainly used to read data from or write data to the controller.

Typical OPC clients are visualizations, programs in purpose to register operating data, etc. Typical
providers of OPC Servers are PLC systems and field bus interface cards.

The OPC Server is an executable program that is started automatically during the establishment
of a connection between client and PLC. Hence, the OPC Server is able to inform the client about
changed variable values or states.

The OPC Server provides all variables (referred to as Items) that are available on the PLC (Iltem
Pool or Address Space). These items are managed within a Data Cache ensuring a fast access to
their values. Also possible is a direct, not cached access on the items of the PLC.

Additionally alarm and event information of items can be considered to be another type of data.
For this purpose items can be linked with digital- and limit alarms or events. For doing this it is
highly recommended to use the AECon iguration tool. The tool can be found in the program
directory of CODESYS. However, in the OPC Server the items can be organized in so-called
Groups (Private and — only for V2.3 - Public).

The private groups can be composed in the client arbitrarily from particular items. Initially they
do not effect the groupings in the OPC Server, but if necessary can in case of V2.3 be
transformed to Public Groups. Working with Private Groups for example is useful in order to be
able to activate or deactivate certain groups of variables with just one single command,
depending on whether they should be accessible or not.

Grouped data should be read from the OPC Server consistently, i.e. all variables should be
read at the same time. Regard however that this is not always possible in case of target
systems with restricted communication buffers!

Due to the characteristics of DCOM it is possible to access the OPC data on another computer. It
is also allowed that more than one client accesses the data source at the same time. The
applicability of different languages (C++, Visual Basic, Delphi, Java) is another benefit of
employing COM.

" OPC = OLE for Process Control; OLE = Object Linking and Embedding.
2 COM = Component Object Model (base for OLE); DCOM = Distributed Component Object Model.
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6.2

Overview on Flexium OPC DA Server

The CODESYS OPC Server V3 is based on the PLCHandler of 3S-Smart Software Solutions GmbH.
This communication module permits a direct communication to all PLCs programmable with CODESYS:
Thereby, the OPC Server V3.x supports the following OPC specifications:

e OPC Common Definitions and Interfaces Version 1.0

» Data Access Custom Interface Standard Version 1.0

» Data Access Custom Interface Standard Version 2.05A

» Data Access Custom Interface Standard Version 3.0

» Data Access Automation Interface Standard Version 2.0

* Alarms and Events Custom Interface Version 1.10.

Furthermore hierarchical browsing (read of variables available on the PLC) for items is supported.

S | CoDeSys. OPC.DA ~ €3 PLC_LOCAL Application. GYL._aAlive_Counter #

—-{g@ PLC_LOCAL @8 PLC_LOCAL Application.GVL.B_SIntTest =
=1 (@ Application @8 PLC_LOCAL. Application.GYL.C_IntTest
- @ @8 PLC_LOCAL Application. GYL.D_DIntTest
+ (@l X_UnionTest @8 PLC_LOCAL Application GYLE_USIntTest
+ Y_StiuectTest! o EEPIC 1 NCal dnclication B F HlintTast 2

| Pl

| = < | =

Communication between OPC Server and PLC can be carried out via one of the following interfaces:
+  Gateway V3

* ARTI

* ARTI3

*  SIMULATIONS.

Which interface has to be chosen for the communication depends on the particular PLC and has to
be configured in the INI file of the OPC Server (parameter: interface type).

With help of the tool OPCConfig the INI file can be comfortably configured. See chap. 5.5 “CODESYS
OPC Server Configuration by OPCConfig.exe”.

Furthermore a missing PLC can be simulated.

A symbol file can be created to provide the OPC server with all the symbols of the missing PLC file
(XML file or SDB file).
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6.21

CODESYS Gateway V3

A symbol/item list has to be generated in the programming system.

Within the Symbol Configuration page, variables can be chosen for the symbol list.

Depending on the settings in the target description file, the symbol list is transferred either implicitly
within the application or as a separate child application.

After this, the symbols can be browsed by the OPC server independent of the transfer method.
Additionally a symbol file with extension XML is stored in the project path. If the developer of the
visualization (OPC client) has not a PLC, this XML file can be used for simulation purposes.

The XML file is named according to the following syntax:
<Project name>.<Device name>.<Application name>.xml

The communication between the OPC server and a CODESYS V3 controller is always done via
CODESYS Gateway V3.

In contrast to Gateway Server V2.3, this server is not bound any longer to the Windows operating
system and can be positioned at any desired position within the PLC network except embedded
within PLCs.

See in the following picture a possible structure of a CODESYS V3 PLC network:

OPC Client OPC Client

\ //ML e

OPC Server INI File

- TCFIF

Gateway V3

mcmd mcwi

Application Application

| Symbols | Symbols

The application as well as the symbol information are filed on the PLC. Requests concerning the
symbol information, the values and the status information are handled by the PLC itself.

A symbol list is generated based off of the variables defined in the Symbol Configuration. Usually the
symbol list is implicitly transferred to the PLC with the download of the PLC application.

However, this can also be done in an explicit transfer with downloading a separate child application
on the plc, which then can be handled separately.

In this case the syntax of the symbol application is:
<Application name>. Symbols
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If the Symbol configuration e.g. has been defined for application Application during downloading the

application, also the symbol information gets

loaded to the PLC as Application.___Symbols :

Devices + 0 X
_'IW ¥S sartby = 2| sort order ~
ﬁ‘*'Find

" [1) PLCWinNT |

Communication Settings | Applications

= fﬂ PLCWNNT [connected] (CoDe
=12 Plc Logic
- ' Application [run]
m Library Manager
E] Main (PRG)
£] SymFE (FE)
& Svmbol configuratior ¥

Applications on the PLC:

Application. __Symbols
&pplication

The symbol application must be regarded as ,normal” application, also concerning the maximum

number of applications on a PLC.

Contemporaneously with the application download the symbol list will be exported in a symbol file

(XML format) and stored in the project directory.
The XML file is named according to the following syntax:
<Project name>.<Device name>.<Application name>.xml

symbol file can be used for simulation purposes.

6 If the developer of the visualization (OPC client) has not available a PLC, this
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6.3

Installation of the Flexium OPC Server V3

6.3.1

OPC Server V3 is delivered in setup form. All files needed for the OPC communication get installed
and the OPC Server will be registered automatically as COM server.

mended to run the OPC client in Windows XP SP2 compatibility mode and
with extended administrator rights in order to get a continuous updating of
the values.

ﬂ For using the OPC Server V3 on a Windows Vista system, it is strongly recom-

Installation and Registration

Further on, there is the possibility to register resp. to uninstall the OPC Server manually either as
COM server or as service.
1..Parallel installation and registration
With command:
WinCODESYSOPC /RegServer
the server is registered as COM server.
Thereby as location path always the current position of WinCODESYSOPC.exe will be used. Thus
the call only may be done from a local path.

2..Registration as service
With command:
WinCODESYSOPC /Service
WIinCODESYSOPC.exe gets installed as system service.
Started once, the service will stay “started” until the system gets terminated. The communication to
the configured PLCs survives.
Also here the service gets installed in the current position of WinCODESYSOPC.exe.

3..Uninstalling the
With command:

WinCODESYSOPC /UnRegServer
all entries of the OPC Server will be removed from the registry. The installed files will not be removed.
Settings in the registry are to be found under path “Compute\lHKEY LOCAL_MACHINE\
SOFTWARE\3S-Smart Software Solutions GmbH\CODESYSOPC”.
Entries are “AEConfigPath”, “INIFileName” and LOGFileName”.
The values INIFileName and LOGFileName can contain name and path information together.
The name of the INI file is “OPCServer.ini”. See also chapter 5.6.7 “Changing directory and name
of INI and LOG file”.
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@‘ Registry Editor
File Edit View Favorites Help

=N N =8

4 :E, Computer || Name Type Data
S HKEY_CLASSES_ROOT :,'_'J(Dafault) REG_SZ (value not set)
bl HKEV_CURRENT_USER L fﬂAEConﬁgPath REG_SZ C\ProgramData\CoDeSysOPCY
‘ i HKEY_LOCAL MACHINE = ||| 2B INIFileName REG_SZ C\ProgramData\CoDeSysOPC\OPCServer.ini

- .. BCDO00OOO0OD
. HARDWARE
-l SAM

. SECURITY
SOFTWARE
- .. 35-Smart Software Solutions Gr
{1 CoDeSys0PC
- | Gateway Server

: 5 - |, ATl Technologies 57

| m | b

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\35-Smart Software Solutions GmbH\CoDeSysOPC

2B| LOGFileName REG_SZ C\ProgramData\ CoDeSysOPCLOPCoerver.log

If a labeled version of CODESYS is used, consider that not only the product
name (in the figure above “CoDeDysOPC”) is modified but also the vendor
name (in the figure above “3S-Smart Software Solutions GmbH”) and their
subordinate entries could also be changed.
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6.3.2

Usage of the Flexium OPC DA Server

To receive a communication from the PLC via OPC server to the OPC client, the following steps

are necessary:

1 The application on the control contains symbols (Items) configured with symbol configuration.
See chapter 5.4 “Configuration of the symbols in the programming system”.

2 The OPC server receives all necessary settings to establish the connections in “OPCServer.ini”.
The name and path of the OPC server INI file is by default “OPCServer.ini” in the installation
directory. These default settings can be easily modified, see chapter see chapter 5.6.7
“Changing directory and name
of INI and LOG file” . How to create the OPCServer.ini see chapter 5.5 “CODESYS OPC Server
Configuration by OPCConfig.exe”.

3 After selection of server CODESYS.OPC.DA the desired OPC-Client can browse all configured
symbols.

After the installation, the OPC Server should be offered for selection by the OPC client (e.g. visualization).
The name of the OPC Server is CODESYS.OPC.DA.
The OPC Server will be started automatically by the operating system as soon as a client establishes
a connection. The OPC Server then will terminate automatically as soon as all clients have closed
their connections to the server.
There will be no OPC Server icon in the task bar, but it will be only handled in the Windows Task
Manager as a process.
For each configured PLC the OPC Server V3 generates the status variables: _CommState and
_CommStateOK. _CommsState can be interpreted from an OPC Client and the following states
can be requested:

STATE TERMINATE = -1

STATE PLC_NOT CONNECTED = 0

STATE PLC_CONNECTED = 1

STATE NO SYMBOLS = 2

STATE SYMBOLS LOADED = 3

STATE RUNNING = 4

STATE DISCONNECT = 5

STATE NO CONFIGURATION = 6

_CommStateOKis a Boolean variable indicating in state TRUE a communication with the OPC server.

The name of the PLC can be taken from the prefix of the Boolean variable. If the variable is FALSE,

currently no communication is possible. For example, this case can happen during a download.

In redundant groups the status variables are generated for each PLC in the group.

Then for differentiation the name of the status variables follows the syntax:
__CommStateOK<PLCName>

__CommState<PLCName>
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Example

OPCServer.ini:
[RedGroup:0]

Name=MyGroup

NumPLCs=2
DefaultPLC=0
PLCName(0=SPWinV3

PLCNamel=SPWinV3R

Thus, there are the following status variables:
___CommStateOKSPWinV3
__ CommStateSPWinV3
__ CommStateOKSPWinV3R
__ CommStateSPWinV3R
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6.4

Configuration of the symbols in the programming system

6.41

V3 Interface

Step 1: Add Symbol Configuration
Select the Application object in the device tree and add object Symbol configuration (Project-> Add
Object -> Symbol configuration). The symbol configuration editor appears:

L] % Symbol configuration [Device: PLC Logic: Application] m Library Manager [Device: PLC Logic: Application] ﬁ Ded b X
Available variables Refresh Selected variables
Available Tkems Access Rig Selected Items Access Rights
=1L} variables = L) Variables
= @ orC = (@ orC
# g_dwaliveCount DWwono 5 ¥ g_dwaliveCount OiWWoRD %
# g_xBool Fo0 " # g_xBool 5001 %
+-®8 pata Types "8 Data Types
e 2
Daownload Display invalid variables
Instance Path:
Copy Instance Path

Step 2: Configure symbols
The dialog shown above will be opened on a double-click on the symbol configuration object.
In order to get the currently available item pool, first click on the Refresh button.
Thereupon, in the left part of the editor window all variables available in the application will be displa-
yed. These are only variables with read or write access. In order to add a variable or node currently
selected in the left tree to the right window use the arrow button < > > between the two windows.
The access right for a selected item can be modified in the right window by clicking on the symbol
in column Access Rights.
Each mouse-click switches to the next one of the possible symbols and thus to the respective access
right: B

" read+write (read and write access),

v write-only (only write access),

"9 read-only (only read access).

In case of arrays and structures the aggregate variable as well as the particular
components will be generated implicitly.

If the symbol configuration will be modified in online mode, the modified application can be
downloaded via button Download.
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Step 3: Login

With commanding Login the application will be compiled and downloaded. Ifthe controlleris configured
in away that it downloads the symbols within the task application (default way), the following happens:
The application with the implicit symbol information will be created and downloaded to the plc.

The symbol file is stored next to the project file as well.

Devices > % X [ B StartPage [[2] PLC_PRG ™8 Symbols ' [J Device
=43 OneSmbol -
= [ Device [connected] (CoDeSys Control Win va) | Communication Settings Iupphwtnns| Files ‘wg IPLC settings |PLC shell I Users
=B pLCLogic Host | Location: | |, D:\DocuProcessing\V3.45P4\OPC\Projekt =~ | (3 K
- Application [stop] Name Size Modified
m Library Manager t
E ZLC_:R‘G{H:G) 1 “ OneSymbol-a.schubel-35-SOFTWARE.opt 11,32 KB (11.... 19.04.2011 1.
mbol configuration -
[ﬁ: v o o [7) onesymbol-Allusers.opt 718 bytes 18.04.2011 1.
Task Configuration || OneSymbal.Device Application.c0da9ef4 1,34 MB (140 18.04.2011 1.
$8 MainTask . -
=] Onesymbol.Device.Applicationxml 632 bytes 19.04.2011 1.
.* OneSymbol.project |1EI7,17 KB (1. 19.04.2011 1
|7 PosControl-a.schubel-35-SOFTWARE.opt 20,25 KB (20.... 07.04.2011 0..
; PosControl-AllUses.opt 718 bytes 07.04.2011 0.

Ifthe controlleris configured thatit downloads the symbols inits own application, the following happens:
The syntax of the symbol application is:

<Application name>. Symbols
The application and the child application will be created and downloaded to the PLC. The symbol
file is stored next to the project file as well.

Devices > & X [ PLOWInNT |
[ ¥osartby = 2| sort order - S —
oo | Communication Settings | Applications
#4°Fin

= Ll_j FLCWINNT [connected] (CoDe ~ Applications on the PLC:

=810 Pic Logic Application. __Symbols
= n Application [run] Application
Library Manager
E] Main (PRG)

E] symFE (FB)
=2 Symbol configuratior %

The symbol application has to be regarded as ,normal” application, also concerning the maximum
number of applications on a PLC.
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6.5

CODESYS OPC Server Configuration by OPCConfig.exe

For the connection between OPC client and the controller(s)/PLC(s) there are parameters
defined in the file “OPCServer.ini’.

Regard that the default path of the INI file depend on the used operating system.
The file can be found in versions of Windows prior to Vista in the in the installation directory of
the OPC server (default ,C:\Program Files\3S CODESYS\CODESYS OPC Server V3%).

In all subsequent windows systems the file is put in ,,C:\ProgramData\CODESYSOPC* by default.
The OPC server expects a file as it is defined in the Registry. That means by default the INI file name
is “C:\ProgramData\CODESYSOPC\OPCServer.ini’.

This setting can be be changed by visiting chapter 5.6.7 “Changing directory and name of INI
and LOG file” . Only this file is used from the CODESYS OPC server for establishing a connection.
Files with other names are ignored.

Certainly “OPCServer.ini” can directly be edited. But it is much more comfortable to do the
settings with the configuration tool OPCConfig be found in the installation directory (by default ,C:
\Program Files\3S CODESYS\CODESYS OPC Server V3%).
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6.5.1
6.5.1.1

6.51.2

Call OPCConfig.exe

Default call
With calling OPCConfig.exe, the tool ‘OPCConfig’ opens with the registered INI file.

Open a particular INI file

OPCConfig can be called with a command line parameter to open a particular INI file as well. If the
INI file isn’t stored in the same directory as OPCConfig.exe, call the tool with a full path in argument
<file name>.
Syntax:

“<path of OPCConfig>\0OPCConfig.exe” /open <file name>

Example

Following command opens the file “MySpecialConf.ini”
C:\Program Files\3S CODESYS\CODESYS OPC Server V3\OPCConfig.exe”
/open MyOPCServer.ini

The OPC server doesn’t use a particular file if it is not registered, meaning
that is no the active INI file.

€ OPCConfig - D:\MyOPCServer.ini

File Edit 7
-_,m Settings for OPC Server
= [ PLC_Id23

o Connection

Update Rate [ms): 200

Sune Init: v
Writes produce data change calls [~
Use Colon as PLC-name separator [

Suppress callbacks on add/remave |

Logging
v Enable logging [Defaultevents]
[ Log Additional Events

[~ Add Debug Events [slow!)
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6.5.2 Menu Commands and Configuration Dialogs
6.5.2.1 File
This menu provides commands for loading and saving the configuration files to / from the configuration
tool:
Command Description

Open <Ctri>+<0>

For editing an existing configuration. The default dialog for opening
a file will appear where you can select an already existing INI file.

Thefilteris automatically setto OPCConfig Files *.ini. The configuration
described in the chosen INI file will be loaded to the configuration tool.

New <CtrI>+<N>

For creating a new configuration. If a configuration is currently opened
you will be asked whether it should be saved before getting closed.
Then the configuration tool will show the default settings like after
having started the tool.

Save <CtrI>+<S>

Saves the current configuration to the currently loaded INI file.
Regard that modifications of a configuration do not get valid if the INI
file is not the active one.

Save as

Saves the current configuration to a file, which you can specify in the
default dialog for storing a file.

Regard that modifications of a configuration do not get valid if the INI
file is not the active one.

<n> recently opened

List of the INI files which had been edited since having started the

ini-files tool last time.
You can select any of them to get it reloaded to the configuration tool.
Exit The tool will be terminated. If any unsaved changes are detected, the
user will be prompted to save before exiting.
6.5.2.2 Edit

This menu provides the commands for editing the configuration tree in the left part of the configuration.

Command

Description

New Redundancygroup
<Ctrl>+<G>

A Redundant Group entry will be added below Server. If there are
already PLC or Redundant Groupslisted in the tree, the new Redundant
Group will be appended at the end.

Per default a new entry is named Redundant<n>, whereby n is a
running number starting with 1. If you want to rename the entry, select
it in the tree and either use command Edit/Rename PLC or perform
a mouse click on the entry to get the string editable.

Append PLC <Ctrl>+<0>

A PLC entry will added below Server. A new PLC will always be
appended at the end of the existing tree. Per default a new entry is
named PLC<n>, whereby n is a running number starting with 1.

If you want to rename the entry, select it in the tree and either use
command Edit / Rename PLC or perform a mouse click on the entry
to get the string editable.

Delete PLC <Ctri>+<D>

The currently selected PLC entry will be removed from the configuration tree.

Rename PLC <CtrI>+<R>

The currently selected PLC entry can be renamed.

Reset PLC <CtrI>+<Z>

Not available yet! The settings of the currently selected PLC entry
will be reset to the default values defined in the PLC Default Settings.
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6.5.2.3 Settings for OPC server

This dialog is available when the root entry Server is selected in the configuration tree. It provides the
following settings.

Update Rate (ms) Default: 200.

Basic update rate of the OPC-Server in milliseconds. This is the cycle
time according to which all item data are read from the PLC. The data
get written into the cash with which the client communicates with a
separately defined update rate.

Note: With the status information the server also provides a parameter
Bandwidth Usage giving the ratio of the actual update rate to the
configured update rate in percents.

Sync Init Default: not active.
If this option is activated, a synchronous connection is initialized.

Writes produce data See chap. 5.6.1, Entry "ReadCyclesAfterWrite".
change calls

Use Colon as PLC-name | See chap. 5.6.1, Entry "UseColonAsPIcDivider".
separator

Suppress callbacks on | See chap. 5.6.1, Entry "GroupUpdateBehaviour".

add/remove
Enable Logging Default: not active.
(Defaultevents) If this option is activated, any actions as well as errors on the OPC

server will be recorded in a LOG file. This file will be stored in the
installation directory and will be named OPCServer.log.

After a shutdown of the OPC Server the LOG file can be evaluated.
The messages of several OPC sessions are lined up in one LOG file
until it reaches the size of 1 MB.

Then the current date will be added in the file name (0pCServer<date>.
log, e.g. OPCServer12.10.2008.log) and the file will be saved.

After that a new LOG file OPCServer.log will be created

Log Additional Events Default: not active.
Ifthis optionis active, then additional events are written into the LOG file.

Add Debug Events Default: not active.
(slow) If this option is active, then debug events are written into the LOG file.
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6.5.2.4 Settings for <PLC>

€ OPCConfig - D:\MyOPCServer.ini

File Edit 7

= B Server
= [

Connection

Settings for PLC_|d23

Interface: |GaTEwaY |
Project name: |

Timeout (ms]: W
MNumber of Tries: ,37
Buffer Size [Byte): 'Ui

WaitTme(sk [12

Feconnect Time (s): lmi

Aclive: v
Motorola Byteorder: [
Mo Login-Service: [

Logging

[v Enable logging (Defaultevents)
[ Log Additional Events

[~ Add Debug Events [slowl]

This dialog is available, if the <PLC> entry is selected in the configuration tree.

Interface

Name of the interface used for the communication between
programming system and PLC.

The selection list per default contains the following interface types: ARTI,
GATEWAY, SIMULATION for projects created with CODESYSV2.3;
GATEWAY3, SIMULATIONS for V3 projects.

Concerning the SIMULATION or SIMULATIONS interface please see
chap. 5.5.3, “Simulation Interface”.

Project name

Name of the currently concerned symbol file. It has to be used in case
of simulation. If there is no path the file has to be found in the OPC
server directory.

In Flexium V3 the symbol file name follows the syntax:

<project name>.<device>.<application>.xml.

In Flexium V2.3 : <project name>.sdb.

Note. Thisentryisonly usedifinterface SIMULATION or SIMULATION3
is contemporary used too.

Timeout (ms)

Default: 10000.
Ifwithin this period of time the OPC server does notreceive any feedback
on a sent service from the PLC, it will close down automatically.

Number of Tries

Default: 3.

Number of attempts the gateway communication driver will make to
transfer a block correctly.

As soon as the last attempt has failed, a communication error message
will be created. (this entry is only relevant for drivers which support a
communication via blocks, Level 2).

Buffer Size (Byte)

Default: 0.

Size of the communication buffer on the target device; if the entry is
“0” the device driver will be searched for this size information.

If it does not provide any, it will be assumed that the buffer is unlimited.

Wait Time (s)

Default: 10.
Time in seconds the OPC server will wait until the controller is ready
(important during the automatic start of the controller).
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Reconnect Time (s)

Default: 15.
Time interval, according to which the OPC server repeatedly tries to
reconnect with the controller via the gateway.

Active

Default: activated.
Only if this option is activated, the PLC will be regarded by the OPC
Server.

Motorola Byteorder

Default: not activated.

The target system of the project does not use the Motorola byte order
(this aspect is to be given special regard when working with 68K,
8051, Power PC ).

This Entry has to coincide with the entry in the settings for connection
of the PLCr.

No Login Service

Default: not activated.
This option must be activated for specific target systems which request
the sending of a login service.

Logging

Options for the logging of events in a LOG file, see chap. 5.6.7.
Perdefaultthe logging of the defaulteventsis activated (Enable logging
(Defaultevents): Information on setup and shutdown of the connection).
For error analysis you can explicitly activate the logging of additional
events (Log Additional Events) and debugging events (Add Debug
Events (slow!)).

Note thatthe latter two options will drastically increase the systemload!.
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Settings for connection to <PLC>

This dialog will be available if entry Connection below a <PLC> is selected in the configuration tree..

& OPCConfig - D:\MyOPCServer.ini

CEX

File Edit ?

= ‘% Server Settings for connection ta PLC_|d23
- [iE PLC_Idz3

qJ" Connection Edit

Gateway: Unknown

Device: Tcp/lp [Level 2 Route]

Motorola byteorder Mo

Parameter | Value | Comment

Address localhost 1P address or hostname
Port 1200

Targetld o

Here the communication settings as defined for the application in the respective CODESYS V3

project must be entered.

If no communication setting is defined the OPC-Server ends with STATE_TERMINATE.

So have a closer look at the appropriate LOG file, where all sequences the OPC-Server had done
are listed. There you can find the logged and unsuccessful attempts for starting communication.

For creating a new communication resp. for modifying an existing one, use button Edit to open

the dialog CODESYS address of PLC:

CoDeSys address of PLC E]
Gatewal
g

|P-Address  [localhost
Port ,T

FLC name [recommended) or address {0513

Use Tep/lp blockdriver [

|P &ddress of PLC

|P Port of PLC
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Enter the IP address and port for the gateway and for identifying the PLC specify either the name or
address (PLC name (recommended) or address), or address and port of the Tcp/lp blockdriver (Use
Tep/blockdriver); each the settings must correspond to those defined in Communication Settings
tab of the Device Editor for the concerned CODESY'S project.

After closing the dialog with OK the settings will be displayed in the main dialog.

Ina CODESYS V2.3 project the valid settings are performed in the dialog Communication
Parameters. From all the channels shown in the tree structure the valid one can be selected for
the plc.

Communication Parameters

Channels

= 'lacalhost' via Tep/lp ITcp.ﬁ’Ip [Level 2 Route) |
localhost' Lber Tep

DeviceNet 1770KF | Name [ value | Comment | (Geest
Ethemet TCF/IFP Address localhast 1P address or hostname

Modbus standard | Port 1200

OPC Client Standar | Targetld 0

OPC Cliert Standar | Motercla byteorder Mo

local Remove

locathost’ Liber Tep/lp

Gateway ..

Update

i e b

Extended configuration is possible via button Expert, in dialog Additional generic parameters:

Additional generic parameters EJ

alue Name Detault ok
1 Ping 1 |_I
Download.sdb SymbolFile Download.sdb Cancel
SyrbolFilePath
0 DirectaddreszesOnly 0
User
Paszsward
0 CheckDataChangeOnFlc 0
0 ClientaddreszResolution 0
0 DontExpandSimplaT ypedmnays 0
0 WwhiteT hroughR eadCache 0

These settings are described in the programming guide for the PLC Handler; if required, a value can
be edited after a mouse-click in the "value" column.
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6.5.3 Simulation Interface

If the PLC (device) configured in the Flexium Tools project is not available, the OPC Server allows
to work in simulation mode.

For this purpose only the symbol file, generated by the CODESYS project, is needed. The symbols
exported to this file can be used in the OPC Server, however the values of the symbols will not be
accessible in simulation mode.

For simulation with a V3 project, in the PLC settings configuration (see chap. 5.5.2.5) select interface
type “SIMULATIONZ”.

6.5.3.1 SIMULATIONS3
In the OPC server INI file, a simulation access is configured by selecting the Interface SIMULATION3
and by setting the name of the symbol file in Project name.

The symbol file is automatically generated by a build command of a CODESYS V3 project when a
symbol configuration exists and is stored with the name extension XML next to the project file.

If this file is stored in the OPC server directory, then only the project name has to be specified
here. But it can also be copied to any location, then under Project name also the directory name
has to be specified.

Dialog with configuration of a simulated access to the stock of symbols of SimulatedControlWinV3:

¢ OPCConfig - D:\MyOPCServer. ini

File Edit ?
- Server Settings for SimulatedContralw/in3
=1 [ PLC_1dZ3
g Connection Interface: |5IMULATIEIN3 LI
Project hame: i
P Connection |Teslpln\acl Application. xml
Timeout [ms)
Mumber of Tries:
Buifer Size [Byte)
wait Time (g):
Becaonnect Time (s)
Active: ~
-
-
Logging
¥ Enable logging (Defaultevents)
[~ Log Additional Events
[~ &dd Debug Events (slow!]

NUM Industry 4.0 solutions User manual MOOO59EN-02 159



6.5.4 Redundant Group

A Redundant Group (also “redundancy group” ) serves to ensure that the OPC Server gets values of
the desired variables (items). Even if the communication with the primarily desired PLC is not working
and is then taken over by a parallel-operated control.

For this purpose the group defines two PLC connections providing the same set of items. Using a
master variable, can be used to determine which PLC will be read from.

The needed settings for the OPC server INI file are performed with the tool OPCConfig.exe as follows:
Command Edit/New RedundancyGroup opens the following dialog for configuring a redundant group.

€ OPCConfig - D:\MyOPCServer1.ini EJ@JEJ
File Edit ?

= ™ Server [Redundant Group
= [Z# ControlWiny'3

Connection

=I-[§8 ControlWiny3R

Available PLCs: PLCs in this group: Default FLC
Connection

= (1 PLCWInNT H Contralviriy'3 | Cortratwinva |
.,f" Connection PLOWIRNT
= {{i RedundantGroup > Select PLC in group
to set Master Variable
« tion.PLC_PRG bMaster

LifeCounter Yariable (all PLCs in group): Application. GYL.dwDPCCalvari

All PLCs currently configured are listed in the Available PLCs window. In order to add a PLC to
the redundancy group, select it here and use the arrow button to add it in the PLCs in this group
window.

Regard that all PLCs added to the group must provide identical sets of variables.

From this window, up to two controls can be selected.

Default PLC Define the PLC from which the OPC Server should read the items,
if the check of the Master Variable does not provide an unique one.

Select PLC in group to Selecta PLC in the ‘PLCs in this group’ window and enter an Boolean
set Master Variable variable which is used in the application and which should be the
“master variable” for this PLC.

The OPC Server will check the master variable of each PLC in the
group and will read the values from that PLC whose master variable
is TRUE.

If the master variables do not determine uniquely from which PLC the
values should be read, they will be read from the default PLC. The
values can only be written if at least one PLC sets the master variable.
The name of the master variable in CODESYS follows the following
syntax: <Application>.<POU>.<variable>

The name of variables in CODESYS V2.3 contains no application
name and global variables contain no POU name.

So the structure looks like:

<POUname>.<variablename>

or

.<NameGlobalVariable>

Note. The CODESYS OPC Server V3 does not work at all with no
master variable. If the master variable of the redundant group is
missing, this will be documented in the LOG file.
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LifeCounter Variable
(all PLCs in group)

Via this variable each PLC can check, whether the OPC Server is still
active. It must be defined for this purpose in all PLCs of the group and
the life counter variable type must be DWORD.

The name of the LifeCounter Variable in CODESYS V3 follows the
following syntax: Application>.<POU>.<variable>

The names of variables in CODESYS V2.3 contain no application
name and global variables contain no POU name.

So the structure looks like:

<POUname>.<variablename>

or

.<NameGlobalVariable>
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6.5.5

Configuration of OPCConfig with OPCConfig.ini
For defining the behavior of the tool OPCConfig it is possible to place the INI file ,,OPCConfig.ini*in

the working directory of the tool.

Under section [Config] you can register vendor and product name. Under section [PLCDefaults]
you can register default settings for the connection to the contoller, which the tool will use, if a new
controller is added. The INI-file is read every startup of OPCConfig.

Example
[Config]

vendor=3S-Smart Software Solutions GmbH
product=CODESYSOPCDA and CODESYSOPCAE
inifilevalue=<name of the registryvalue, containing the OPServer-inifilepath>

[PLCDefaults]
interface=GATEWAY
active=1 motorola=1
nologin=0
timeout=12

tries=5
buffersize=5000
reconnecttime=13
v3gatewayport=1217
v3gateway=localhost
v3address=1234

Setting

Description

[Config]

vendor=3S-Smart Software
Solutions GmbH

Vendor

product=CODESYSOPCDA and
CODESYSOPCAE

Product name

[PLCDefaults]

interface=GATEWAY

Default interface

active=1

motorola=1

nologin=0

timeout=12

tries=5

buffersize=5000

reconnecttime=13

v3gatewayport=1217
v3gateway=localhost
v3address=0000

Default settings for connection with CODESYS
Gateway V3. The settings are used, if a PLC
with CODESYS Gateway V3 interface is added.
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6.6

Configuration settings in OPCServer.ini

6.6.1

The INI file of the OPC server configuration (OPCServer.ini) must stored in all previous versions
of Windows Vista in the installation directory of the OPC server (by default "C:\Program Files\3S
CODESYS\CODESYS OPC Server V3”).

In all subsequent operating systems of Windows Vista, the file is by default stored in "C:\ProgramData\
CODESYSOPC*.

Here under the section [Server], the OPC sever is configured and under the section [PLC:<PLC-
Name>], the communication to that controller is defined.

Configuration of the OPC server under section [Server]

Settings, onlyimportantforthe OPC server, are listed under the section [Server]in the file "OPCServer.ini”.
The entries listed here may partly be selected in the OPCConfig tool. See chap.5.5.2.4 "Settings for
OPC server”.

Setting Value Description Necessary
(example)

PLCs =1 Number of controls. Yes

PLCx =<PLC- |This variable will assign the name of a controller. | Yes

Name>] | The x in the name stands for the index x from 0
to number of controllers -1 .

logevents =1 Turning on the logging mechanism. No
logfilter =63 Filter for the log file. No
memloginterval =1 Interval in seconds at which the log entries of the | No

memory consumption are generated.

If it is 1, every second a log entry is generated.
It is only used if the log entries or the memory
consumption is enabled in lodfilter.

ReadCyclesAfterWrite |=2 On each written item the OPC Server sends a|No
callback to the client. In the past, fast changing
variables did not update their value for each
callback, and didn't update the client.

In order to ensure an update anyway, you can use
the “ReadCyclesAfterWrite” setting:

It specifies the number of read-cycles after the last
writing after which the values in the client should
get updated in any case, even if they have not
been changed.

(Standard: The Callback will be generated after 2
read cycles. For any other value, the INI file has
to be edited manually.)

UseColonAsPIcDivider | =1 Here a value can be defined. If the value is 0, the | No
items remain unchanged. If the value is set, the

first “.” in the item name is replaced by a colon.

Updaterate =200 Update rate in milliseconds. Yes

GroupUpdateBehaviour | =1 In this case, data changed callbacks for the|No
activated/deactivated item are generated. Ifitis O,
only callbacks of allitemsin the group are produced,
every time an item (or more items) within a group
is (are) activated/deactivated.
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The following table lists the possible options for the lodfilter.
If multiple entries are to be activated, these add up and enter the result in ‘Jodfilter’.

Lodfilter

Description

15 (16#0000000F)

Generate standard log entries.

32 (16#00000020)

Generate additional log entries.

48 (16#00000030)

Generate debug log entries.

512 (16#00000200)

Generatelogentries aboutthe memory consumption.
The entry will be created every “memloginterval”
seconds.

6.6.2 Configuration of the communication to the controllers
Under the section [PLC:<PLC-Name>] the communication settings are done for the related controls.
This information is passed to the underlying PLCHandler.
All settings particular the special are described in detail in “PLCHandler Programming Guide”.
At least partially the entries can be selected using the tool OPCConfig. See chap. 5.5.2.5 “Settings
for connection to <PLC>".
The most important entry here is the address of the controller. It depends on the interface type,
which settings have to be set.
Example for interface type GATEWAY3
Setting Description
gateway=Tcp/Ip CODESYS Gateway V3 settings.
gatewayaddress=localhost IP Address.
gatewayport=1217 Port
Device=TCP/IP CODESYS Control V3 settings.
parameters=2 Parameter to set address and port.
parameterO0=Address
value0=050C Here insert CODESYS PLC address. It must be
identical to the node address, as defined in the
programming system.
parameterl=Port
valuel=11740 Here insert the port address.
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6.6.3

Example of an INI file for the V3 interface

Setting Description

[Server] Settings for the OPC Server.
PLCs=1 Connection to two PLCs is intended.
PLCO=PLC1 Name of the first PLC: PLC1.

logevents=1

Switch-On of the log-mechanism.

Logfilter=15

Creation of default log entries.

ReadCyclesAfterWrite=2

Herewith after each write request of the client, after
having written a value, for this value a callback will
be caused.

Thisisdoneinordertobyallmeans pass the current
value once more after “2” update cycles.

This is needed for quickly changing values.

UseColonAsPlcDivider=0

Here a value can be specified.

If it is not zero, the first “.” (e.g. the one after the
PLC-name) is superseded by a colon.

updaterate=200

To determine the configurable update rate.

[PLC:PLC1]

Settings for PLC1.

interfacetype=GATEWAY3

Herewith via the GATEWAY a connection with the
PLC will be established.

active=1

Active.

timeout=2000

Timeout.

tries=3

Number of trials.

Project=0PC.Device.
Application.xml

Name and path of the generated symbol file. In
case of simulation this file is concerned.

If there is no path this file has to be in the OPC
server directory.

waittime=10

Waiting time.

reconnecttime=5

Reconnect time.

gateway=Tcp/Ip
gatewayaddress=localhost
gatewayport=1217

Settings for the connection to PLC_A
(Connection between client and local Gateway via
TCP/IP)

device=TCP/IP
parameters=1
parameter0=Address
value0=050C

Parameter for the connection to the target device,
where PLC1 is running (dialog Communication
Parameters in the tool OPCConfig).

The value to be entered under “value0” is the
CODESYS node address and must be identical
to the node address in the programming system.
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6.6.4 Configuration of ‘Redundant Group’

If you want to join controllers to redundant groups, do this comfortable up to two controllers with the
configuration tool OPCConfig.
If you want to extend the redundant group, you can do this with corresponding entries in OPCServer.
ini for up to five controllers by editing the INI file manually.
Atruntime, all controls operate in parallel and all of them are capable to send the values of the symbols
to the client. In fact, they are read from the client, where the master variable is TRUE.
If this is not clearly possible, it is read out from the default-PLC. If the controller, which is read from,
fails, then the next best controller is used. This happens, when the quality of the symbols gets BAD.
This is as long possible as controls are available with symbols in quality GOOD. With an increasing
life counter it is controllable, whether the OPC server still operates.
All controls have to be configured as described, by defining the number and the names of the controls
inthe section [server] and by defining the associated communication in the section [PLC:<PLCName>].
For redundant groups the section [Redundancy] is required with defining the number of the desired
groups. Then for each group a section [RedGroup:x] is required. Here the group name, the number
of controls, the default-plc, all control names, the master variables and the name of the live counter
variable have to be defined. Up to five controls can be joined to a redundant group.
Example for configuration of a redundant group in a INI file

Setting Description

[Server]

PLCs=5

PLCO=ControlWinV3

PLCl=controlWinV3R0

PLC2=controlWinV3R1

PLC3=controlWinV3R2

PLC4=controlWinV3R3

[PLC:ControlWinV3] In this section the communication is defined.

interfacetype=GATEWAY3

active=1

logfilter=15

logevents=1

timeout=10000

tries=3

waittime=15

reconnecttime=60

gateway=Tcp/Ip

gatewayaddress=localhost

gatewayport=1217

parameters=1

parameter0=Address

value0=ABCD Here you have to specify the node address of the

control as it is defined (in the Gateway dialog) in
CODESYS V3.
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[PLC:ControlWinV3R0]

In this section the communication is defined.

interfacetype=GATEWAY3

active=1

logfilter=15

logevents=1

timeout=10000

tries=3

waittime=15

reconnecttime=60

gateway=Tcp/Ip

gatewayaddress=localhost

gatewayport=1217

parameters=1

parameterO=Address

valueO0=ABCE

Here you have to specify the node address of the
control as it is defined (in the Gateway dialog) in

CODESYS V3.

Here you have to edit the sections for the further

controls.

[Redundancy]

All controls of a redundant group have to have the

same symbol stock!

NumOfGroups=1

Number of redundant groups.

[RedGroup:0]

Name=RedundantGroup

Name of the redundant group.

NumPLCs=5

Number of controls in the redundant group.

DefaultPLC=0

Default-plc is PLCNameO

PLCNameO=ControlWinV3

Name of PLCNameO

PLCNamel=ControlWinV3R0

Name of PLCName1

PLCName2=ControlWinV3R1

Name of PLCName2

PLCName3=ControlWinV3R2

Name of PLCName3

PLCName4=ControlWinV3R3

Name of PLCName4

VarMasterO=Application.
PLC PRG.bMaster

Mastervariable of control PLCName0

VarMasterl=Application.
PLC PRG.bMasterO

Mastervariable of control PLCName1

VarMaster2=Application.
PLC PRG.bMasterl

Mastervariable of control PLCName2
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VarMaster3=Application. Mastervariable of control PLCName3
PLC PRG.bMaster?2

VarMaster4=Application. Mastervariable of control PLCName4
PLC PRG.bMaster3

LifeCounter=Application. Life counter variable of the OPC server.
GVL.OPCalive

6.6.5 Information on the changed logfilter

The values of the INI file setting ogdfilter="created with a previous version of the OPC server than 3.4.0.0
have to be corrected for all subsequent versions.

Valid values Valid values Description

before V3.4.0.0 from V3.4.0.0

10 (16#0000000A) 15 (16#0000000F) Creation of default log entries.

—-47 (16#ffffffdl) 47 (16#0000002F) Creation or default log entries and
additional entries.

=1 (1 G#£fffffff) 63 (16#0000003F) Creation or default log entries, additional
entries and debug entries.
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6.6.6 Configuration of simulation

If there is not a control with a running application, the resulting lack of connection form PLC to OPC
server can be replaced by a static access to a file that contains all the symbol information.

See chap. 5.5.3, "Simulation Interface”.

Ifitis a Gateway V3 connection, which is to be replaced, then under section [<PLCName>] the interface
SIMULATIONS has to be set and in project the directory and the name of the symbol file has to be set.
The directory need not to be set, if the file is stored in the same directory as OPCServer.ini.

Setting

Description

[PLC:SimulatedControlWinV3]

interfacetype=SIMULATION3

project=OneSymbol.Device.Application.xml

Name of the symbol file (with extension
XML)and eventually the directory name.

These settings can be done with the tool OPCConfig.exe. See chap. 5.5.3.1 “SIMULATION3".
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6.6.7

Changing directory and name of INI and LOG file

If there is a desire of special directories and names for the INI file and the LOG file, then the associated
entries in the windows registry have to be changed.

The database can be accessed with regedit.exe. The entries are found under [HKEY _LOCAL _MACHINE\
SOFTWARE\3S-Smart Software Solutions GmbH\CODESYSOPC].

Under the name “INIFileName “there are stored the directory and name of the configuration file of the
OPC server and under the name ,LOGFileName” the directory and name of the LOG file is stored.
With the command New in the context menu of the “Registry Editor” the values can be changed.

# Registry Editor

(=8 Hol =

File Edit View Favorites Help

478 Computer || Name Type Data
b« Ju HKEY_CLASSES_ROOT ab] (Default) REG.SZ

HIKEY_CURRENT_USER B)AEConfigPath  REG_SZ

HKEY_LOCAL_MACHINE = "

. BCD00000000

. HARDWARE

. SAM

. SECURITY

. SOFTWARE

4- ), 35-Smart Software Solutions Gr.

(value not set)
C:\ProgramData\CoDeSysOPC\

REG_SZ C\ProgramData\CoDeSysOPC\OP CServer.ini
3]LOGFileName ~ REG_SZ C:\ProgramData\CoDeSysOPC\OPCServer.log

1 |, CoDeSysOPC|
. b ). Gateway Server
i b - L ATl Technolegies &l
< T | G

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\35-Smart Software Selutions GmbH\CoDeSysOPC

In case the entry LOGFileName is invalid, an entry to the Windows Event logger is created.
Example of an error log in the Windows Event Viewer:

Application Number of events: 30

Level Date and Time Source EventID Task Categ... =
1 Error 23/11/2012 13:35:52 CoDeSysOPC 0 None =

@ Information 23/11/2012 13:16:08 LoadPerf 1000 None —

@Informat\on 23/11/2012 13:16:08 LoadPerf 1001 None

@Infnrmation 23/11/2012 13:11:40 SecurityCe... 1 None

@ Infermation 23/11/201213:09:23 Search 1003 Search servi...

(i) Information 23/11/2012 13:09:22 ESENT 300 Logging/Re...

(i) Information 23/11/2012 13:09:22 ESENT 301 Logging/Re...

®Infurmatiun 23/11/2012 13:09:22 ESENT 302 Logging/Re... i

Event 0, CoDeSysOPC x

General | Details

The description for Event ID 0 from source CoDeSysOPC cannot be found. Either the component that
raises this event is not installed on your local computer or the installation is corrupted. You can install or
repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

No valid logfile specified or working directory is read only.

Log Name: Application

Source: CoDeSysOPC Logged: 23711/2012 13:35:52
Event ID: 0 Task Category: None

Level: Error Keywords: Classic
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6.7

Connection to OPC servers on other computers with DCOMCNFG.EXE

This setting is only to be done, if the OPC client cannot configure a remote connection to an OPC
Server! The following description relates on a Windows operating system in German!

With DCOMCNFG.EXE, which is founded in the system directory, you can configure an OPC server,
which operates on a remote PC with connection.

With double-click on DCOMCNFG.EXE the dialog Component Services opens.

Under Console Root->Component Services ->Computers->My Computer->DCOM-Configuration
there is a list of services. With selection of CODESYSOPCDA you can command Properties by the
context menu and the dialog CODESYSOPCDA Properties opens.

Select tab Location and there select the option Run application on the following computer.

Here you can insert the desired remote PC.

®: Companent Services S=EE=]

#. File Action View Window Help - &

&= 2EXE c| HE) O] %

(I Console oot # || Mame Application 1D * | Actions
4 % Component Services £ %SystemRoot %\system3Z\appwiz.cpl {0daTbfdf-0a0-44eb- beB2-b7a82c4721 DCOM Config =
4 | Computers 2 %systemroot%\system32\colorui il {D2EF0ALE-2907-42fb-8E9F-7 CE9386 00
 Baad Y .
4 (& My Computer = | | & %SystemReot %\ System32\fveui.di| AT AB3E5(C-3877-4840-8727- CIEADDIA| = Mere Actions b
B ey Y
» [ COM+ Applici & Stsystemroot Fsysten32uintl.cpl {514B5E31-3595-422F-BESE-DE0445408:
PF B ey Y P
4 [ DCOM Config— g Fesystemropt %\system32iIpksetup.exe {1CT749BB7-568C-4863-8E73-04L3FE372| |
- HSystemR % Fesystemroot %\System32\UserdccountC..,  {06CT92FE-0212-4F32-BF70-E8COACIG]
Sisystemic % Fsystemroot 3 System32\UserAceountC., {EA2CEE24-C530-457B-EACE-4A0FIEL:
systemR || £ 32-bit Preview Handler Surragad o 00 L 7=
soystemec || & AccessibilityCplAdmin & = L
Sisystemre || & AccStors Clazz General | Lecation | Secuity | Endpoints [ Identity |
o, 2 acppage.dll
systemrc Y - " .
& Add te Windows Media Playerli | The folowng scttngs allow DCOM to lecats th comost computer forthis

Sesystemrc

2.kt B 2 4P Client HxHelpPaneServer Cl3 aprlication. Fvoumake more than ane selection, then DCOM uses the frst
-bit Prev

2 oowinepl applicable one. Clent applications may overde your selections
H“e“m'l'r & Authentication Ul Terminal Sen
AccStore C 2 pdnstSy

acppage.d 2 Background Intelligent Transfer || Run application on the computer where the data is located.
Addto Wi 2 BDEULLzuncher Class
AP Client } g BdeUlSr [ Run application on ths computer.
appwiz.cpl & Bitmap Image

Authenticz | | & Bluewire unpairing elevation su
AodnstSy 2 CElevateWlanUi wsT02 Erowss.
Backgroun & CMLUAUTIL

BDEUILaur || & CMSTPLUA

BdellISr g CoDeSysOPCDA

BitrmapIm || & COM~+ Event System

g ComEvents.Com3erviceEvents

Fun application on the folowing computer:

Bluewire u =
CElevately || & ComEvents.ComSystempppve
MLuAuT | & COpenControPanet
CMSTPLUY g :;::\:::L\b Class

=
EEJ[IJ\T?E\?E E CustReg Class
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In order to make this connection work, there must be an OPC server running
also on the local computer.

Windows 7 64Bit
If the operating system Windows 7 64Bit is used, then the above procedure is not possible, because

DCOMCNFG has not registered the component service CODESYSOPCDA.
By calling ‘MMC comexp.msc / 32’ you can register the service and thus a remote connection to an
OPC server can be established.
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6.8

Error Diagnosis

6.8.1

6.8.2

Means of error diagnosis

1.

OPC Server LOG file.

2. Second (test-)client for reproducing the error.
3. V2.3 Interface:

Gateway Inspector with trace and logging functions (for sophisticated communication errors).

Brief checklist
Basically check the following points:

1.

PLC running?
Gateway installed and running?
Symbol in task bar in the right hand corner active?

Installation and Registration of the OPC Server OK?

Takes place automatically by executing:
WinCODESYSOPC /Install (installation + registration) resp.
WinCODESYSOPC /RegServer (only registration).

Preparation of the project resp. settings in the CODESYS programming system OK?
V3 Interface:

- Symbols created?

- Project saved? Built and download done?

V2.3 Interface:

- Project options: Dump symbol entries activated?

- Communication parameters: selected Gateway channel OK?

- Project saved, built, download done?

Check the connection and the server settings: OPCConfig.exe:
- Connection: Entry must correspond with the valid Gateway (set up in the CODESYS

communication parameters) If no communication setting is defined the OPC-Server ends

with STATE_TERMINATE.

- Usual server settings: Motorola byte order: no (Attention when using 68K, 8051, PowerPC,
only concerns V2.3), set up public groups, synchronous initialization, notification on quality

change, update rate 200ms, waiting time target system 60s, reconnect interval 5s,

communication timeout 3s, buffer size: 0 or fitting for target system (only concerns V2.3).
- Save -> New Configuration becomes effective when new connection to the OPC Server is

established.

Check, whether there are symbol entries disposable: DiagnosticOPCClient.exe (this diagnostic

client is not part of the installation but can be delivered on demand).

- Establish connection (Connect OPC Server).

- Click on Private Groups in right hand side window with right mouse button.
- Confirm dialog with OK.

- Click on the group entry which appears now with right mouse button Add all items all generated

symbol entries (variables) should appear
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6.8.3

Error cases

Error case: No connection to the PLC (Status NO_CONFIG)

To be checked:

- Is the PLC running?

- Are the communication parameter in the OPC Server OK?

- Is the communication protocol for the PLC valid?

- Is the PLC available on the defined communication channel?
(Might be tested with ping via TCP/IP.)

- Is the cable to the PLC OK?

- If aremote gateway is used, is it started?

Error case: OPC server is connected, but no/incorrect PLCs are listed

If a connection to the OPC server is established but the PLCs are not listed in the way they defined
in the initialization file of the OPCserver, check if the INI-file is in the correct location and has the
correct name as it is defined in the registry ("OPCServer.ini").

Error case: No symbols available (Status NO_CONFIG)
To be checked:
V3.x Interface:
- Have symbols been exported?
Check this in file <project name>.<device name>.<application name>.xml|

V2.3 Interface:

- Is option Dump symbol entries activated in the CODESYS programming system in
Project->Options, and are variables selected fort his purpose?
(Possibly check the SYM file.).

- Is a symbol file (*.sdb) available in the gateway files directory or on the PLC?

- Corresponds the Project-ID of the project in the programming system with that specified in
the symbol file? (Possibly before the restart of the PLC a further download has been done
without creating also a new boot project).

Error case: Items Quality "BAD"

Possible reasons:
- Communication error occurs with PLC while OPC Server is running.
- Communication error occurs during downloading a new program to the PLC.
- Group or item is inactive.

closed their connection to the server.

6 » The OPC Server will automatically terminated as soon as all clients have
» The OPC Server is displayed as process in Windows Task Manager.
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